


This information was deemed of immediate value to forces engaged in the Global War on
Terrorism and should not necessarily be construed as approved Army policy or doctrine.

This information is furnished with the understanding that it is to be used for defense purposes
only; that it is to be afforded essentially the same degree of security protection as such
information is afforded by the United States; that it is not to be revealed to another country or
international organization without the written consent of the Center for Army Lessons Learned.

share




OPERATIONS IN MOSUL, IRAQ IIR
Stryker Brigade Combat Team 1, 3rd Brigade, 2nd Infantry

Table of Contents

INErOAUGCHION -+« « « v f o et e e e e e e e e e Y,

Executive Summary

Chapter 1:

Chapter 2:
Topic A: Network Operations Center - Vehicle (NOC-V). . ........ ...t 12
Topic F: Combat Service Support Command System (CSSCS). ..................... 18
Topic L: Computer Hardware Maintenance and Evacuation Procedutes . ............. 23
Topic M: FBCB2 MaiNtenanCe. . . . . ..ottt e e 24
Topic I: Contract Training for Support Operations and Stability Operations .. .......... 33
Topic K: Protecting critical host nation facilities. . . . ........ ... ... ... ... .. ... 35
Topic M: Media Supporttothe Fight. . .......... ... . . i 37
Topic P: Embedded ContraCtors. . .. ... vt e e e et e 39
Topic R: Class IX System for CONtractors . . . .. ... .ottt 40
Topic S: The Integration of Contractor's Job Ordersand Class IX.................... 40

FOR OFFICIAL USE ONLY



OPERATIONS IN MOSUL, IRAQ IIR
Stryker Brigade Combat Team 1, 3rd Brigade, 2nd Infantry

Chapter 4:

Topic C: Rear Ramp and Slat Armar. . . . ... ..ot e a7
Topic E: Receiving and Installing Slat Armar. . ... ... . i 49
Topic F: Stryker Armor IMProvemMENtS . . . . ..ot e e e 49
Topic I: Stryker vehicle Driver Vision Enhancer (DVE). . ... ... .. i, 52
Topic K: FBCB2 Squad Leader Display. . ...t e 53
Topic O: Remote Weapon Station (RWS) Performance . ..., 56
............................................................................ 56
Topic P: Day Scope Function of the Remote Weapon Station (RWS). ................ 57
Topic T: Stryker Reconnaissance Vehicle (RV) Design Shortfalls. . .................. 59
Topic U: Fuel Pump Performance. . . ... e 60

Topic A: Commander’s Priority Intelligence Requirements (PIR) in Stability Operatians . 69
Topic B: Tactical HUMINT Teams (THT) assigned Direct Support (DS) to Battalions. . . . 69

Topic E: Junior 97Bs in RSTATroop Platoons . . . ... ..o 72
Topic F: Tactical HUMINT Teams (THT) RepOLtS. . .. ... oot 73
Chapter 6:

i FOR OFFICIAL USE ONLY



OPERATIONS IN MOSUL, IRAQ IIR
Stryker Brigade Combat Team 1, 3rd Brigade, 2nd Infantry

Topic C: Stability Operations and Support Operations. . ... ...t 83
Topic D: Counter-mortar Operations. . . . ... ..ottt e e 84
Topic H: Urban Environment TTP, Commercial Digital Cameras. .. .................. 87
Topic Q: Class I (P) SUpPlY ISSUES . . . . .o e e e 94
Topic W: Security Of Ground Movement . . ... ...t e e e 97

FOR OFFICIAL USE ONLY



OPERATIONS IN MOSUL, IRAQ IIR
Stryker Brigade Combat Team 1, 3rd Brigade, 2nd Infantry

This Page Intentionally Blank

FOR OFFICIAL USE ONLY



OPERATIONS IN MOSUL, IRAQ IIR
Stryker Brigade Combat Team 1, 3rd Brigade, 2nd Infantry

Introduction

This initial impression report (IIR) provides a summary of key emerging insights, observations
and tactics, techniques and procedures (TTP). Impressions were taken from the operational
deployment of the Stryker Brigade Combat Team (SBCT), 3rd Brigade, 2nd Infantry Division in
OPERATION IRAQI FREEDOM (OIF), between 22 September and 19 October 2004.

The Center for Army Lessons Learned (CALL) formed, trained and deployed a nine-person
collection and analysis team (CAAT) to Mosul, Irag. The team consisted of subject matter
experts from the Combined Arms Center (CAC), the US Army Infantry School, the Information
Operation (10) proponent, the Battle Command Training Center (BCTC), and the 172nd Infantry
Brigade (SBCT 3). CALL acknowledges and thanks the officers, NCOs, and Soldiers of the 3rd
Brigade who not only tolerated an extra set of eyes in their units, but also supported the
collection effort. The access to information and other support they provided was invaluable and
greatly appreciated.

This report is the ninth in a series on Army transformation, its emerging insights, observations
and TTP. CALL has collected observations and developed lessons learned on Army
transformation in digital units from the first Army Warfighting Experiment (AWE) in 1997, the
Joint Contingency Force Advanced Warfighting Experiment (JCF AWE) in 2000, the Division
Capstone Exercise (DCX) 1in 2001 and the DCX Il in 2002, the Millennium Challenge 2002
(MCO02), exercise ARROWHEAD LIGHTING 2, SBCT 1, the Operational Exercise (OE) in
2003, the Joint Readiness Training Center (JRTC) rotation 04-05 LANCER STORM, SBCT 2
Mission Rehearsal Exercise (MRE), and the 3rd Brigade 2nd Infantry Operations in Samarra,
Iraq.

CALL executed the mission by observation, conducting interviews, attendance at after action
reviews (AAR), hot-washes, AAR documents, and notes. Many emerging insights, observations,
and TTP have been captured for analysis and cataloged into CALL databases through this
collection effort. CALL also acknowledges, and thanks the brigade for reviewing this report and
for their contributions in making it a better product.

CALL encourages visiting the CALL-restricted database for a compilation of observations on
this initial impressions report, other reports and information. To request information, contact
CALL at http://call.army.mil. Select “Request Information on a CALL product’on the CALL
main Web page.
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improvement. This focus on improvement empowers units to learn and improve combat

readiness so the insights and TTP can be passed to others. The unit did many things successfully.
Below are some key insights, observations and TTP by doctrine, organizations, training,

materiel, leadership and education, personnel, and facilities (DOTMLPF) categories. Discussion
of these key observations, discussions, insights, lessons learned and recommendations are
contained within the individual chapters.

Doctrine:

Intelligence. The nature of a commander’s priority intelligence requirements (PIR) in stability
operations do not lend them to being more than partially answered. Static PIR and other
information requirements for current operations are valid, and have distinctly different
information requirements. Doctrine should recognize and distinguish the simultaneous existence
of short-term and long-term PIR in a stability operation and support operation environment.

Intelligence. Forward operating base (FOB) employee screening operations involved most of the
brigade human intelligence (HUMINT) assets. The brigade augments employee screening with
contracted, national and theater support. It is recommended FOB employee screening operations
become a doctrinal, corps-level task to relieve the limited HUMINT assets at the brigade level.

Organization:

Operations. The brigade support battalion (BSB) provides good expeditionary support to the
brigade. It is not capable to sustain a brigade AOR of 38,000 sq. km, nor is it equipped and
manned to sustain the brigade for the prolonged time in theater.

A corps support battalion (CSB) was in the brigade AOR performing its legacy mission of area
support and supporting corps elements; however, it did not provide dedicated transportation
support to the SBCT. When operating in a doctrinally larger AOR and when time-in-theater
exceeds six months, interviewed BSB logisticians recommend creating a dedicated Stryker
support group (SSG) from the CSB to support the SBCT.

Non-lethal Operations and Intelligence Interpreter and linguist support to the brigade was
inadequate. Many local interpreters quit because of threats to them or their family from anti-lraq
forces . Keeping interpreters employed and alive was a key issue with the brigade. The limited
number of interpreters available forced the brigade to move interpreters to various elements
across a spectrum of functional disciplines including civil affairs (CA), intelligence,

psychological operations (PSYOPS), and the AOR to meet mission requirements. The screening
process for linguists is limited. The brigade sometimes relied on linguists without clearances for
key positions such as PSYOPS and CA team support. The number of linguists available and
occasionally their clearance levels limited collection efforts.

It is recommended that level-two contractors support Army units of action, contracted

interpreters commit to remaining with the unit until redeployed, national-theater (INSCOM)
counterintelligence provide screening support for interpreters deployed in theater, and the
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Department of the Army (DA) ensures attached PSYOP teams have at least one level-two
linguist.

Intelligence. The brigade’s tactical HUMINT teams (THT) were task organized to support the
large AOR. The brigade has five organic THT by modification table of organization and
equipment (MTOE). The size of the AOR caused the brigade to constitute an additional four
THTSs from the 97Bs were organic in the troops at the reconnaissance, surveillance, and target
acquisition (RSTA) squadron. THT personnel were reshuffled across organic and newly
developed teams to form an assorted non-MTOE mix of 97Es and 97Bs within the brigade’s
THT. Additionally, four theater-level THT were assigned to the brigade in a direct support (DS)
role while an additional four theater-level THT were also assigned to the brigade AOR in a
non-support role to the brigade. Some theater-level DS THT were assigned to the brigade
remained under the control of the brigade through the S2X, while others were assigned in a DS
role to subordinate battalions. Each subordinate battalion was generally assigned at least two
THT in DS role. THT in a DS role to a battalion take their collection focus from the battalion
task force, while THT under DS control at the brigade take their collection focus from the S2 via
the S2X. Theater-level THT in a general support (GS) role to the brigade take their collection
focus from the theater J2X. Increased HUMINT mission management training is recommended
to facilitate commander flexibility in task organizing team assets at Training & Doctrine
Command (TRADOC) schools for 35D Military Intelligence (Ml) officers, and cross training
between 97Es and 97Bs.

Training:

Non-Lethal. The AOR placed greater importance on small unit commanders, especially that of
company commanders. Typically, the ground company commander was the voice of the
coalition in the minds of the Iraqgi people. Therefore, company commanders need training on
how to work with CA (contracting for infrastructure, reimbursements for unnecessary damages,
leaflets, loudspeakers, etc.), to be more responsive to the brigade commander’s Information
Operations (I0) campaign. This is not stating that company commanders should be given carte
blanche privileges with CA as the approving authority for contracting processes; however, they
should receive training, which in turn would increase the non-lethal effects in the overall 10
campaign.

Non-Lethal. Battalion commanders and their executive officers worked as resource managers,
directorates of contracting, and directorates of public works, without institutional training. One
commander built a compound from the ground up for one of the newly formed Iraq National
Guard (ING) battalions. More than $3 million was used from Overseas Humanitarian Disaster
Assistance Civic Aid (OHDACA)and the Commanders Emergency Response Program (CERP)
appropriations. Commanders and executive officers should receive training with contracts and
funding sources including as OHDACA and CERP. One recommendation was to include this
training in the commander’s course.

Operations. The large AOR caused the brigade to task organize and use elements in

non-doctrinal economy of force roles. Missions included improved explosive devices (IED)
sweeps, convoy escort, cordon and search raids. Home station, pre-deployment training, and the
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mission rehearsal exercise (MRE) do not replicate the non-doctrinal missions and conditions for
subordinate elements. Leaders recommend non-doctrinal training occur at the Combat Training
Centers (CTC) since this is the best and most realistic venue to prepare subordinate elements for
the missions they may face in theater.

Stryker Infantry Carrier Vehicle (ICV) . Slat armor significantly changes Stryker performance
and increases the circumference of the Stryker vehicle. Drivers did not receive any training on
driving with slat armor until it was installed in theater. Slat armor placement is recommended on
a limited amount of Stryker vehicles at home station for urban and off-road driver training.

Digital Systems Most S6 personnel did not receive specific training on the digital systems used
by the brigade, yet officers and Soldiers performed admirably despite this deficiency.
Developing a standard program of instruction is recommended for MTOE communication
systems within the brigade. A possible course of action would be to adopt the United States Air
ForceJob Bookmodel, where each task is identified and a certified “master gunner” signs off on
the user’s ability to perform that task. Units need to sustain train-the-trainer skills by developing
master trainers in such areas as the Force XXI Battle Command Brigade, Battalion and Below
(FBCB2) and the Maneuver Control System-Light (MCS-L).

Intelligence. The opposing force (OPFOR) at the CTC was described as well trained, extremely
competent, and accurate with their weapons; however, the OPFOR was not consistent with the
threat array in Iraq. The OPFOR should replicate insurgent and terrorist tactics. The OPFOR
should be composed of an array of four-to-five hostile groups with unique motives and
influences. The certification exercise (CERTEX) and operational exercise (OE) Joint Readiness
Training Center (JRTC) rotation featured a one-dimensional OPFOR. the signal intelligence
(SIGINT) environment was based on a legacy threat with frequency modulation (FM)
communications used only for tactical control; cell phones are used extensively for
communications in Iraq. The SIGINT baseline should reflect realistic communications
suggesting relationships and contacts, not just tactical control information.

TheHow to Defeat the OPFOR TP needs to be reexamined. For example, finding a mortar
cache may not result in a decrease in mortar attacks; however, capturing a reconnaissance cell
that determines targets and distances, or capturing a cell that trains others in mortar operations
may result in decreased attacks. Units are not given sufficient opportunity to train with
non-organic assets such as CA or PSYOP teams, nor is there sufficient time for the THT to
develop HUMINT networks to provide the actionable intelligence needed in support of search
and attack operations. The MRE should replicate the rules of engagement (ROE) within theater
and therefore causing the deploying unit to develop other non-lethal and lethal methods to
engage the OPFOR.

Note: The brigade’s CTC rotation was not a MRE. The rotation was a CE and OE designed to
learn operational effectiveness and suitability of the SBCT design. The exercises also accessed
aspects and capabilities of the SBCT within Army’s training and materiel resource limitations.
This was the first SBCT to be fielded. The Congress mandated OE also covered the SBCT
National Training Center FTX (Mar-Apr 03) and a deployment exercise (DEPLOYEX) before
the JRTC CERTEX. Observations and comments are not intended to imply the JRTC is not
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Future pre-deployment training should provide additional non-doctrinal training to prepare
subordinate elements for the missions they may face in theater. Training should more closely
replicate the ROE the deploying unit will probably experience in theater. This can enhance
development of other non-lethal and lethal methods to engage the OPFOR. Where the unit
receives the additional training is not the issue, though the CTC are by far the best and most
realistic venue to address this need.
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Digital Systems The Enhanced Position Location and Reporting System (EPLRS) and FBCB2
provided the best situational awareness for the brigade. A clearer picture can be obtained by
keeping the net control station of EPLRS away from the tactical operations center (TOC) and
emitters.

Command and Control and Digital Systems The Initial KU band Satellite System (IKSS) was

the best command post communications package used in the brigade. It should be included on
the MTOE with an additional IKSS integrated in the brigade tactical command post.

Recommend deploying each terminal with an iridium phone to enhance faster linkage. An
additional tactical local area network encryption technician is needed for the Non-secure Internet
Protocol Router Network (NIPRNET) or the Advanced Encryption System (AES) to encrypt

both the Secure Internet Protocol Router Network (SIPRNET) and the NIPRNET.

Digital Systems The Secure Mobile Anti-Jamming Reliable Tactical Terminal (SMART-T)
provided the backbone communications network for the brigade. A theater satellite manager
must plan for prioritization of all satellite links, not just echelons above the corps (EAC) in
theater, to de-conflict satellite saturation. This will prevent operators from knocking satellite
links off the air by establishing links that do not go through the satellite acquisition request
process.

Digital Systems The Near Term Digital Radio (NTDR) operated in the wide band mode for
maximum utility. The NTDR had limited utility and range. It was not compatible with any joint
systems that use the Joint Tactical Radio System (JTRS) Wideband Network Waveform (WNW)
and had no beyond line of sight capability.

Digital Systems Software shortfalls in the Combat Service Support Control System (CSSCS)
and the All Source Analysis System (ASAS) did not allow interoperability with the Maneuver
Control System (MCS) for a true Army battle command system (ABCS) COP. The brigade S-2
used MCS for the Red COP and for creating operationally graphics.

Operations. One battalion purchased commercially off the shelf (COTS) digital cameras. Issued
to the supporting aviation squadron, they were used for taking pictures of objective areas and to
provide close target reconnaissance. These pictures provided better detail than the Unmanned
Aerial Vehicles (UAV) were timelier than satellite imagery, and were more covert than driving a
combat vehicle through the city block. The unit uses FBCB2 and Falcon View to develop
graphics digitally and pass to the USAF so close air support (CAS) has operations graphics down
to the necessary company level.

Operations. Class Il parts (P) are taking 45-60 days to reach the user through the Army

logistics system. Units need to analyze their historical data for unscheduled maintenance for
major component replacements to project Class Ill P out 90 days. The Authorized Stockage Lists
(ASL) needs to increase to accommodate long delays in re-supply.

Operations. The heavy expanded mobility tactical truck (HEMTT) wrecker booms cannot roll a
Stryker vehicle, equipped with slat armor, back on its wheels. The boom needs to be increased to
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Personnel:
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Chapter 1:
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Observations, Discussions, Insights/Lessons Learned and

DOTMLPF Implications/Recommendations

(ART 7.1.1 Establish and Conduct CP Operations to Support Tactical Operations)

(ART 7.2 Manage Tactical Information)
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(ART 7.2 Manage Tactical Information)
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(ART 1 The Intelligence Battlefield Operating System)
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(ART 1 The Intelligence Battlefield Operating System)
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Signal Soldier training in brigade was initiated on 8 September 2003, at Fort Lewis, with the
surrogate Ku systems. The final materiel solution and technical architecture was still forming
while the brigade was receiving training from PEO-C3T, BCBL (G) and Mitre. Once training

was complete, the surrogate systems were returned to the manufacturer and the brigade deployed
to Kuwait. The IKSS was expected to be delivered in theater due to the long lead times for
certain satellite components. The engineering, approval, procurement and training process was
truly remarkable considering a time line of less than ninety days from concept to employment in
the field. this was a first for the signal community. The brigade’s IKSS operated under a hub and
spoke concept with two master reference terminals (MRT) controlling eleven traffic terminals
(TT). Over seven megabits per second aggregate data rate were shared between end stations,
though TTs are limited to a 800 kilobits per second uplink. Each TT was comprised of a
link-way modem, a Cisco 1760 virtual private network (VPN), a KG-175, a Cisco 3725, and an
uninterruptible power supply (UPS) in a transit case with a 1.5-meter satellite dish. Set up time
was typically forty-five minutes or less. The MRT was essentially a TT with the addition of a
second link-way modem, via-sat combiner, and Sun System computer management terminal
hosted from a 2.4-meter satellite dish. Only one MRT could control the link-way network, thus
the second MRT was traditionally identified as an Alternate Master Reference Terminal
(AMRT). Each IKSS terminal was fielded with one TACLANE for encryption of the Ku link

into SIPRNET, tunneling of NIPR through a second TACLANE was achieved by harvesting an
existing TACLANE that resided in each S1/S4 vehicle within the battalions.

Internal asset leveraging within the battalions was not possible for attached units (Air Calvary)
which did not have organic TACLANE. As a result, analog units were resourced with two
TACLANE, one from the fielded IKSS, and an additional TACLANE from one of the spare
systems. This created a capability shortfall if the brigade ever had to employ the spare IKSS
terminals. Early in the development and training of the IKSS, the brigade began the process of
obtaining accreditation of the IKSS network for SIPRNET and NIPRNET traffic. The primary
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encryption issue concerned a KG-175 providing bulk encryption for a tactical network over a
commercial circuit. After working with theater and the Defense Information Systems Agency
(DISA), to validate the security protocol and acknowledgment of the TACLANE as a primary
encryption standard, the brigade was approved to use the IKSS in theater. Once fielded in Udari,
Kuwait, the importance of IKSS became immediately apparent in providing battalions wide band
data links to the brigade command and control (C2) nodes.
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Future systems should include at least ten VOIP phone ports per system (operations and future
expansion). All TTs should be fielded with a satellite iridium phone in order to place calls to the
satellite controller during registration of the satellite. This empowers the operators to set up the
satellite virtually anywhere in the world with the confidence of successfully registering on the
satellite without external communications support. All TTs need to be fielded with an
auto-acquire and auto tracking satellite dish. Though set up times are usually under forty five
minutes, having such a capability would enable the operators to complete set up of the modem,
routers, and TACLANE while the dish acquires the satellite which would facilitate set-up times
of under twenty minutes. In addition to an auto-track/acquire dish for fixed locations, serious
consideration should be made to incorporate this technology on the Stryker CV platforms. The
brigade conducted some analysis with PEO-C3T on the feasibility of placing an auto-track and
acquire dish on a Stryker vehicle. The size, weight, and power requirements were beyond the
thresholds of the vehicle. Potentially, as improvements are made to mobile satellite systems,
such problems may be overcome. The concept of a sanctuary IKSS should be expanded where
all MRT are placed in a safe haven where access to Standardized Tactical Entry Point (STEP)
capabilities could be ported into the network (SIPRNET, NIPRNET, voice/defense switching
network). This would allow for quick deployment of the brigade worldwide in virtually any size
or composition without a reliance on externally provided forced entry communications systems
for support.
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(ART 7 The Command and Control Battlefield Operating System)
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Chapter 2:
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Observations, Discussions, Insights/Lessons Learned and

Topic A: Network Operations Center - Vehicle (NOC-V)

(ART 1 The Intelligence Battlefield Operating System)

The ability to place this vehicle anywhere in the brigade makes it the most valuable asset in the
brigade’s communication structure. During rotations to the National Training Center (NTC), the
Joint Readiness Training Center (JRTC), and deployment to Iraq, the ability to interface directly
with the mobile subscriber equipment (MSE) was a significant limitation. The NOC-V is not the
signal-planning cell for the brigade, as originally thought, and had achieved a larger operational
role in combat operations than initially envisioned. The NOC-V has always been called to push
forward in the battle space initially to establish communications in the brigade’s AOR. The
ability to interface with MSE was the optimal solution. A Vantage switch, installed in the shelter,
would give the network planners the flexibility to sequence assets into to the AOR as well as
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giving the brigade the ability to deploy any of its CP into theater and still interface with a higher
control via MSE. If implemented, the NOC-V must be retrofitted with an option for voice long
locals as part of the upgrade. The NOC-V needs another organic means to interface into the
brigade network and/or MSE other than SMART-T or IKSS. Specifically the NOC-V needs to
possess the ability to establish line-of-sight (LOS) radio links. The brigade subscriber node
(BSN) already has the high capacity LOS (HCLOS) radio internal to its shelter and base lining
the brigade with a common high capacity radio system in all primary signal nodes would
facilitate an alternate means of establishing connectivity. The HCLOS radio has the ability to
push data rates up to 8.192 megabits per second, which will increase the bandwidth between the
two main Tactical Operation Center’'s (TOC A and TOC B), are well as into the BSN located at
the BSB. With the ability to interface with AN/GRC-226 radio, the HCLOS radio could
seamlessly interface with legacy MSE networks and the NOC-V. The NOC-V provides sensitive,
but unclassified (SBU) data to the users via KG-175 Tactical Local Area Network Encryptor
(TACLANE). This was a much-needed upgrade, and the next step is to add an SBU router in the
shelter. Currently a 3620 router has been installed, in the NOC-V. The router provides the ability
to do dynamic host configuration protocol (DHCP) and the ability to network address translator
(NAT) when fewer addresses are available. The shelter also had a SBU port installed in the
signal entry panel (SEP). The connection is a BNC (type of connector associated with Bayonet
Neill-Concelman, the inventors). The issue with BNC is that the brigade only uses category
(CAT) 5 cable or fiber therefore putting a registered jack (RJ) -45 or a fiber connection on the
SEP panel instead of BNC would provide seamless connectivity. The concept is already in the
BSN and should be implemented during the next NOC-V upgrade. As a component to upgrading
the NOC-V at Fort Lewis, a global broadcasting system (GBS) was installed. During
deployment, the GBS was not utilized because of the power requirements of the rest of the
brigade’s network to obtain the same information, such as Trojan Spirit, Cable Network News
(CNN), American Forces Network (AFN), and other Web-based products. The GBS is not doing
anything for the brigade installed in the shelter. The brigade needs the capability, in the
dismounted configuration, and not installed in the NOC-V. The GBS needs to be a component of
the brigade main TOC in addition to saving weight and room in the NOC-V for other useful
upgrades such as IKSS. In the final set for the brigade at Mosul, the NOC-V has been largely
static though provides a valuable mission as a spoke for IKSS, a secondary C2 node for network
changes involving the BSNs, and a network management/troubleshooting platform. Typically the
NOC-V and its associated SMART-T can be configured for mission and prepared to support any
operation within the brigade’s battle space within one hour.

DOTMLPF Implications/Recommendations:
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(ART 7.1.1 Establish and Conduct CP Operations to Support Tactical Operations)
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(ART 7.2.5 Disseminate Common Operational Picture and Execution Information)
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products to Stryker vehicles to execute the mission became the standard, according to the battle
captain. Battle NCOs explained units were directed to adhere to certain procedures when sending
the products, especially overlays. Bandwidth limitations caused overlays to be sent in layers, or
in pieces, in order to make it through the communications infrastructure. When sending
operational products between tactical operation centers, the primary means switched to Outlook
email with an attachment. TOC-to-TOC communications were not as restricted and allowed for
larger file size and faster dissemination. For routine battle rhythm products, dissemination was
accomplished by posting the product to a designated web site for other individuals to access and
pull down. This made it easier for staff sections to make last minute changes, to their status
charts, prior to the battle update brief (BUB). This allowed staffs at different echelons to have
access to products at all levels without bothering subordinate units for the information. The
battle captain described the process for disseminating an overlay to the Stryker vehicles, if the
staff received an overlay from higher, it would come via Outlook email with a MCS overlay
attachment. The staff would then save the overlay onto the desktop of the computer. Using MCS,
the staff would import the overlay and then use the messaging capability to send the overlay to
the FBCB2 box in the brigade TOC. When overlays were sent between MCS and FBCB?2 all
graphics would change to black, which made it harder for the individuals executing the mission
to depict between the graphics and therefore the TTP of sending the overlays to the brigade
FBCB?2 first was adopted. The brigade staff would make the necessary color changes on the
FBCB2 box and then disseminate the overlay to the appropriate individuals. The battle captain
also explained that if the staff had to create an overlay to disseminate, they would do it on MCS
because of the ease the MCS software lends to developing overlays. They would then revert to
sending the overlay to the brigade FBCB2 for color adjustments and for final dissemination. The
brigade reallocates FBCB2 systems, from within their organization, and equips non-digital units
that are attached to the brigade. This gives non-digital units the capability to communicate within
the brigade via FBCB2. Loss of capability from using this method was not a factor due to the
number of available spares in the unit and systems were taken off of non-essential vehicles.
Posting operational products to a web site was the preferred method of distributing products.
This allowed all echelons access to all products.

Insights/Lessons Learned:

* ABCS does not efficiently provide the technology to disseminate operational products
within the TOC.

« Microsoft Outlook email was the preferred method used by the brigade staff to pass
information and overlays between the TOC, because of its familiarity and ease of use.

« MCS has a better graphics tool for creating overlays and graphics. To make the brigade
more efficient, the FBCB2's graphic tool needs to be improved.

» Even though the SBCT realized the end state of product dissemination was FBCB2, they
could not achieve top efficiency since they had to adjust product colors when transferring
between MCS and FBCB2.

DOTMLPF Implication/Recommendation:

« Upgrade FBCB2 overlay/graphic’s tool to accommodate color transfers between MCS
and FBCB2 (Materiel)
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(ART 7.3.1 Monitor Situation or Progress of Operations)

(ART 7.1.1 Establish and Conduct CP Operations to Support Tactical Operations)
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The antenna and mounting base needs to be re-engineered to be more durable in a field
environment. Specifically the antenna base O-ring consistently failed resulting in the antenna
becoming off center and not 90 degrees in orientation to the ground. Contact pins internal to the
antenna frequently broke leading to intermittent data links. Overall, the performance of the
NTDR, since its fielding, has been below expectations. This is especially the case in light of the
data requirements of the brigade. The relatively low data rate, of 28.8 kbs, caused difficulty in
obtaining a reliable link in the large battle space. Emphasis on other systems has resulted in the
radio not being extensively used during deployment. Finally, the NTDR is no longer a viable
system for the war fighter to solely rely on for digital connectivity. The expectations of today’s
commanders and Soldiers demand a system that provides high data rates, consistent reliability,
and mission flexibility. Serious consideration must be made whether to continue this program
beyond the current fielding and replace it with a beyond line of sight (BLOS) high data system.
If this program does continue, the waveform should be replaced with the next generation joint
tactical radio system (JTRS) wideband network waveform (WNW) in order to better facilitate
higher data rates and longer ranges.

Erect the NTDR antennas within +/- two meters of each other to establish connectivity.
(Training)

Topic F: Combat Service Support Command System (CSSCS)

(ART 6 The Combat Service Support Battlefield Operating System Indicators)
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(ART 7.2.2 Process Relevant Information to Create a Common Operational Picture?)
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(ART 7.1.1 Establish and Conduct CP Operations to Support Tactical Operations)
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(ART 7.2 Manage Tactical Information)

Insights/Lessons Learned:
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(ART 7.1.1 Establish and Conduct CP Operations to Support Tactical Operations)

(ART 7.2 Manage Tactical Information)
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» Enforce FBCB2 train-the-trainer processes. (Leadership and Education)

Topic L: Computer Hardware Maintenance and Evacuation Procedures

(ART 1 The Intelligence Battlefield Operating System)
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Topic M: FBCB2 Maintenance

(ART 7.2 Manage Tactical Information)
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Chapter 3: Non-Lethal Operations

Chapter Overview

Information Operations (Topics A-D): The brigade area of responsibility (AOR) inherited

from the 101st Division placed greater importance on small unit commanders. The situation
clearly identified a need for training for working with civil affairs (CA) to be more responsive to
brigade commander’s information operations (I0) campaign and increase the non-lethal effects
in the overall plan. CA included contracting for infrastructure, reimbursements for unnecessary
damages, leaflets, loudspeakers, etc. Commanders must apply the same rigor to the targeting of
non-lethal effects as they do for lethal. Soldiers should be trained on the appropriate measures of
success in order to assess effectiveness. Integration of multiple elements of information
operations is a force multiplier in conducting urbanized operations. Approval of civil affairs
projects need to be included in the 10 targeting process. In operations where lasting effects were
achieved, multiple non-lethal forces were used.

Interpreters and Detainee Operations (Topics E-H):Interpreters can be more effective by
considering ethnicity, age, gender, and development of a close relationship. An inadequate
number of available brigade interpreters restricted units to move interpreters to various elements
across a spectrum of functional disciplines (civil affairs, intelligence, PSYOPS), and area of
responsibility to meet mission requirements. Detainee operations were not conducted at the
brigade level. The brigade did establish battalion detainee holding facilities; however, some were
inadequately configured. Inadequate configuration limited the use of interrogation techniques,
possibly impacting the quality, consistency, and level of information gleaned from detainees.

Non-lethal Training for Stability Operations and Support Operations (Topics I-N):

Battalion commanders, and their executive officers (XO), faced with the resource manager
responsibilities. They acted as directorates for contracting and public works with out significant
institutional training. In one case, the commander literally built a compound from the ground up
for one of the newly formed Iraq National Guard (ING) battalions. He managed over $ 3 million

in Overseas Humanitarian Disaster Assistance Civic Aid (OHDACA) and Commander
Emergency Response Program funds. Host nation facilities were being protected by contracted
facility protection services (FPS) and ING. Family readiness groups (FRG) should receive
adequate resources to ensure families are appropriately informed, keeping rumors at a minimum.
Commanders must ensure embedded media receive appropriate access to operations, understand
the rules of engagement (ROE), and operational security (OPSEC) requirements. The large
number of civilians in the brigade AOR significantly stressed capabilities to provide direct

safety. Civilians included local nationals, government and non-government officials. The brigade
provided improvised explosive devise (IED) sweeps, ensured Iraq police were equipped and
directed to where they should be located, and assessed physical security measures at critical
infrastructures. Many local nationals were not coming to work because of threats they, or their
family, received because they work for United States forces.
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Observations, Discussions, Insights/Lessons Learned and

(ART 3.3.2 Conduct Non-lethal Fire Support)
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(ART 3.3.2 Conduct Non-lethal Fire Support)

(ART 3.3.2 Conduct Non-lethal Fire Support)
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(ART 3.3.2 Conduct Non-lethal Fire Support)
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(ART 1.4.2 Provide Intelligence Support to Information Operations)
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community leadership, interpreters are chosen with the same ethnicity as the group being
contacted. During offensive operations, or questioning of suspected anti-Iraq forces, selected
interpreters, not of the same ethnicity, were chosen. This precluded social ties, between the
interpreters and the suspects, and improved their results. To protect operational security
(OPSECQC), interpreters were not provided any information about the missions and were given
very little notice of when their support was required since some had been suspected of providing
information to the anti-Iraq forces. To reduce this tendency, units preferred full-time interpreters
who lived on the FOB and were of a different ethnicity to the majority of anti-Iraq forces. There
was no progressive pay scale for interpreters (they were all paid the same) and therefore no
system for rewarding those who were better English speakers with demonstrated dependability.

DOTMLPF Implication/Recommendation:

(ART 1.4.2 Provide Intelligence Support to Information Operations)
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DOTMLPF Implications/Recommendations:

(ART 8.4 Conduct Support Operations)
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(ART 8.4 Conduct Support Operations)

Topic I: Contract Training for Support Operations and Stability Operations

(ART 8.4 Conduct Support Operations)
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(ART 2.1.4 Conduct Rear Detachment Activities)

In one case, the battalion commander initiated a contract for up-armoring his canvas high
mobility multipurpose wheeled vehicle (HMMWYV). After looking at several vendors, he

selected the vendor with the most experience, the materiel (that had been tested to do the job),
and the workforce to accomplish the job. The commander submitted a sole source contract
request to protect his Soldiers as quickly as possible. The contracting office rejected the sole
source request. The competed contracts resulted in an additional 30 days to process the request.
Ultimately, the same vendor requested by the commander was selected. This process
unnecessarily exposed Soldiers to direct harm for an additional thirty days. In other cases staff
members complained about the constant changing standards required for contracts, turnover of
contracting officers, and that the process did not support the commander’s time line.
Commanders felt they need more flexibility to fund projects quickly, to support their objective,s
and to show immediate good will toward target Iraq audiences. Another serious deficiency is in
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writing contracts to ensure that applicable assessment is applied to contractor selection and

quality control once the job has started. Many individuals claimed to be contractors to get
American money; few had the experience and work force to complete the project.

Topic K: Protecting critical host nation facilities

(ART 8.4 Conduct Support Operations)
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Insights/Lessons Learned:

(ART 6.11 Provide Contracting Support)
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Topic M: Media Support to the Fight

(ART 7.10.2 Facilitate Media Operations)

(OP 1.2.3.1 Coordinate DOD Civilian and Contractor Support)
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(OP 1.2.3.1 Coordinate DOD Civilian and Contractor Support)
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Topic P: Embedded Contractors

(OP 1.2.3.1 Coordinate DOD Civilian and Contractor Support)

(OP 1.2.3.1 Coordinate DOD Civilian and Contractor Support)
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Topic R: Class IX System for Contractors

(OP 1.2.3.1 Coordinate DOD Civilian and Contractor Support)

Topic S: The Integration of Contractor’s Job Orders and Class I1X

(OP 1.2.3.1 Coordinate DOD Civilian and Contractor Support)
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(OP 1.2.3.1 Coordinate DOD Civilian and Contractor Support)
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Insight/Lesson Learned:

DOTMLPF Implication/Recommendation:

(OP 1.2.3.1 Coordinate DOD Civilian and Contractor Support)
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Chapter 4:

The remote weapon station(RWS) was effective as an area suppression weapon when the vehicle
was not moving; however, technical and functional changes to the RWS (including weapon
system stabilization, site, scopes, sensors, and zoom capability, laser designation, slewing speed,
and grenade launcher placement) need to be addressed. RWS modifications are programmed for
Stryker Block Il upgrades and should be fielded to SBCT'’s 5 & 6 while providing retrofits to
SBCT’s 1 through 4. There were no gunnery standard tables developed for the Stryker weapon
system. Standard gunnery ranges are not available in Iraq making it difficult for squad leaders

and platoon sergeants to identify and validate trained crews. Crews have adopted the concept of
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fighting in pairs. The first vehicle engages the target, while the second vehicle spots and adjusts
the fire.
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Observations, Discussions, Insights/Lessons

(ART 5.3.1.1 Protect Individuals and Systems Indicators)
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(ART 5.3.1.1 Protect Individuals and Systems)

Stryker vehicle slat armor on the rear ramp bends and shears the bolts during normal use
of the ramp.
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Topic C: Rear Ramp and Slat Armor

(ART 5.3.1.1 Protect Individuals and Systems Indicators)

(ART 5.3.1.1 Protect Individuals and Systems Indicators)
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Topic E: Receiving and Installing Slat Armor

(ART 5.3.1.1 Protect Individuals and Systems)

Topic F: Stryker Armor Improvements

(ART 5.3.1.1 Protect Individuals and Systems Indicators)
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(ART 5.3.1.1 Protect Individuals and Systems Indicators)
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(ART 5.3.1.1 Protect Individuals and Systems Indicators)

Insights/Lessons Learned:
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Topic I: Stryker vehicle Driver Vision Enhancer (DVE)

(ART 5.3.1.1 Protect Individuals and Systems Indicators)
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(ART 7.2 Manage Tactical Information)

Topic K: FBCB2 Squad Leader Display

(ART 7.2 Manage Tactical Information)
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(ART 7.2 Manage Tactical Information)

(ART 8.5.27 Suppress a Force/Weapon System)

54 FOR OFFICIAL USE ONLY



OPERATIONS IN MOSUL, IRAQ IIR
Stryker Brigade Combat Team 1, 3rd Brigade, 2nd Infantry

(ART 8.5.27 Suppress a Force/Weapon System)
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Topic O: Remote Weapon Station (RWS) Performance

(ART 8.5.27 Suppress a Force/Weapon System)

56 FOR OFFICIAL USE ONLY



OPERATIONS IN MOSUL, IRAQ IIR
Stryker Brigade Combat Team 1, 3rd Brigade, 2nd Infantry

Topic P: Day Scope Function of the Remote Weapon Station (RWS)

(ART 8.5.27 Suppress a Force/Weapon System)

(ART 8.5.27 Suppress a Force/Weapon System)
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(ART 6.2 Provide Maintenance)

(ART 6.2 Provide Maintenance)
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Topic T: Stryker Reconnaissance Vehicle (RV) Design Shortfalls

(ART 6.2.3 Diagnose Equipment Faults)

Insight/Lesson Learned

DOTMLPF Implication/Recommendation:
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Topic U: Fuel Pump Performance

(ART 6.2.3 Diagnose Equipment Faults)

(ART 6.2.3 Diagnose Equipment Faults)
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(ART 6.2.3 Diagnose Equipment Faults)

(ART 5.3.1.1 Protect Individuals and Systems Indicators)

Insights/Lessons Learned:
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(ART 5.3.1.1 Protect Individuals and Systems Indicators)

(ART 5.3.1.1 Protect Individuals and Systems Indicators)
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Forward operating base (FOB) employee screening operations bring a large percentage of the
brigade’s human intelligence (HUMINT) assets to light. Brigade augmentation with contracted,
national and theater support was needed to support employee screening. Junior 97Bs generally
lack the skills to be fully utilized in troop platoons at the RSTA. Opportunities for development
and mentor ship are limited at the troop platoon level, because of the tactical employment and
mission requirement constrained. Interpreter and linguist support to the brigade was inadequate.
Many local interpreters quit because of threats to them or their family from anti-Iraq forces.
Keeping interpreters employed and alive was a key issue with the brigade. The number of
interpreters available within the brigade made it necessary to move interpreters to various
elements across a spectrum of functional disciplines based on mission requirements. The
disciplines included: Civil Affairs (CA), intelligence, psychological operations (PSYOPS) and
areas of responsibility in order to meet mission requirements. The screening process for linguists
is limited. Brigade relied on non-cleared linguists for key positions such as PSYOPS and CA
team support. At times collection was limited by the number of linguists available and their
clearance levels. Detainee interrogation reporting was decentralized and timely throughout the

brigade.
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The SIGINT baseline should reflect realistic communications indicating relationships and
contacts, not just tactical control information. The OPFOR should replicate insurgent tactics. The
OPFOR should be composed of an array of 4-5 insurgent groups with unique motives and
influences. The TTP covering how to defeat the OPFOR needs to be re-examined. For example,
finding a mortar cache may not result with a decrease in mortar attacks; however, capturing a
reconnaissance cell that determines targets and distances, or capturing a cell that trains others in
mortar operations, could result in decreased attacks. Units are not given sufficient opportunity to
adequately train with non-organic assets such as CA or PSYOP teams, nor is there sufficient
time for the THT to develop HUMINT networks in order to provide the actionable intelligence
needed in support of search and attack operations. Finally, CTC should replicate the Rules Of
Engagement (ROE) within theater, thus forcing the deploying unit to develop other non-lethal
and lethal methods to engage the OPFOR.
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Observations, Discussions, Insights/Lessons learned and

Topic A: Commander’s Priority Intelligence Requirements (PIR) in Stability Operations

(ART 1.3 Conduct Intelligence, Surveillance, and Reconnaissance [ISR])

Topic B: Tactical HUMINT Teams (THT) assigned Direct Support (DS) to Battalions

(ART 1.3 Conduct Intelligence, Surveillance, and Reconnaissance [ISR])
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(ART 1.3 Conduct Intelligence, Surveillance, and Reconnaissance [ISR])
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(ART 1.3 Conduct Intelligence, Surveillance, and Reconnaissance [ISR])
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Insights/Lessons Learned:

Topic E: Junior 97Bs in RSTA Troop Platoons

(ART 1.3 Conduct Intelligence, Surveillance, and Reconnaissance [ISR])
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Topic F: Tactical HUMINT Teams (THT) Reports

(OP 2 Provide Operational Intelligence, Surveillance, and Reconnaissance, [ISR])

(OP 2 Provide Operational Intelligence, Surveillance, and Reconnaissance, [ISR])
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(ART 1.1 Supports to Situational Understanding)
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(ART 7.2 Manage Tactical Information)

DOTMLPF Implication/Recommendation:
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(ART 7.2 Manage Tactical Information)
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(ART 1.4 Provide Intelligence Support to Effects)

(ART 7.2 Manage Tactical Information)
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(ART 7.2 Manage Tactical Information)
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Chapter 6:

The brigade task organized elements in non-doctrinal economy of force roles due to the large
area of responsibility (AOR). Mortar platoons, field artillery batteries, and the air defense battery
were re-tasked to conduct improved explosive devices (IED) sweeps, convoy escort, cordon ,
search and raids. Home station pre-deployment training and mission rehearsal exercises (MRE)
did not replicate the non-doctrinal missions and conditions encountered by subordinate elements.
One key concern expressed by the commanders was the lack of equipment normally afforded to
a maneuver battalion. Equipment necessary for the execution of the mission included radios,
digital systems, weapon systems, and force protection. Commanders need opportunities to
maintain Soldier proficiency with assigned weapons. For example, the FA battalion fired area
denial missions with their organic 155mm howitzers. These missions, not only resulted in
denying the enemy usage of that area to launch attacks, but also displayed a show of force.

FOR OFFICIAL USE ONLY 79



80

OPERATIONS IN MOSUL, IRAQ IIR
Stryker Brigade Combat Team 1, 3rd Brigade, 2nd Infantry

FOR OFFICIAL USE ONLY



OPERATIONS IN MOSUL, IRAQ IIR
Stryker Brigade Combat Team 1, 3rd Brigade, 2nd Infantry

Observations, Discussions, Insights/Lessons Learned and

(ART 2.4.1 Conduct Lethal Direct Fire against a Surface Target)

(ART 3.3 Employ Fires to Influence the Will and Destroy, Neutralize, or Suppress Indicators)
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Topic C: Stability Operations and Support Operations

(ART 3.3 Employ Fires to Influence the Will and Destroy, Neutralize, or Suppress Indicators)
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Topic D: Counter-mortar Operations

(ART 3.3 Employ Fires to Influence the Will and Destroy, Neutralize, or Suppress Indicators)

(ART 7.4 Plan Tactical Operations Using the Military Decision Making Process?)
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DOTMLPF Implication/Recommendation

(ART 7.6 Execute Tactical Operations)
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(ART 7.6 Execute Tactical Operations)
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Topic H: Urban Environment TTP, Commercial Digital Cameras

(ART 7.6 Execute Tactical Operations)
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(ART 7.6 Execute Tactical Operations)

(ART 8.3 Conduct Stability Operations)
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(ART 8.3 Conduct Stability Operations)

FOR OFFICIAL USE ONLY

89



OPERATIONS IN MOSUL, IRAQ IIR
Stryker Brigade Combat Team 1, 3rd Brigade, 2nd Infantry

(ART 6.3 Provide Transportation Support)

90 FOR OFFICIAL USE ONLY



OPERATIONS IN MOSUL, IRAQ IIR
Stryker Brigade Combat Team 1, 3rd Brigade, 2nd Infantry

(ART 3.3 Employ Fires to Influence the Will and Destroy, Neutralize, or Suppress Indicators)
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(ART 3.3 Employ Fires to Influence the Will and Destroy, Neutralize, or Suppress Indicators)

(ART 3.3 Employ Fires to Influence the Will and Destroy, Neutralize, or Suppress Indicators)
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(ART 6.1 Provide Supplies)

DOTMLPF Implication/Recommendation:
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Topic Q: Class Il (P) Supply Issues

(ART 6.1 Provide Supplies)

(ART 6.1 Provide Supplies)

Insight/Lesson Learned:
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(ART 6.12 Provide Distribution Management)

(ART 6.12 Provide Distribution Management)

FOR OFFICIAL USE ONLY

95



OPERATIONS IN MOSUL, IRAQ IIR
Stryker Brigade Combat Team 1, 3rd Brigade, 2nd Infantry

(ART 6.2 Provide Maintenance)

(ART 6.2 Provide Maintenance)

96 FOR OFFICIAL USE ONLY



OPERATIONS IN MOSUL, IRAQ IIR
Stryker Brigade Combat Team 1, 3rd Brigade, 2nd Infantry

Topic W: Security Of Ground Movement

(ART 6.3 Provide Transportation Support)

FOR OFFICIAL USE ONLY

97



OPERATIONS IN MOSUL, IRAQ IIR
Stryker Brigade Combat Team 1, 3rd Brigade, 2nd Infantry

(ART 6.3 Provide Transportation Support)

(ART 6.4.1 Provide Base Camp Sustainment)
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