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Executive Summary

Carrier-Grade V oice over Packet (CGV0P) Service Providers offer consumers the same types of
voice services and features that are offered by traditional local circuit-switched voice telephony
service providers (i.e., Local Exchange Carriers and Wireless Service Providers). CGVoP
Service Providers use a carrier-grade packet network to carry the communicating end users
conversations and associated signaling information.

CGVoP Service is one of the many evolving packet-based services that are being utilized more
frequently as forms of communication. With the growing use of CGV oP Service, communication
between users of the service will become increasingly relevant to law enforcement.

Lawfully authorized electronic surveillance (LAES) is acritical tool used by law enforcement for
investigative purposes. LAES capabilities have been in place for many years to intercept
communication-identifying information and communication content for circuit-switched voice
telephony services. However, these capabilities are not sufficient for CGVoP Service. Therefore,
LAES capabilities must be defined and deployed specifically for CGVoP Service.

Critical to achieving LAES for CGV oP communicationsis the exchange of information between
law enforcement and industry. This exchange includes law enforcement’ s presentation of their
needs to CGVoP Service Providers and their equipment suppliers, including the need for access
to communi cation-identifying information and communication content for CGV oP Service.
Providing law enforcement’ s needs early in the development process is expected to help ensure
timely deployment of effectual and cost-effective LAES capabilities.

To facilitate industry interaction, this document captures law enforcement’ s needs regarding
LAES capabilities for CGVoP Service. The document focuses mainly on communication-
identifying information associated with service-related events that are of interest to law
enforcement. The document also addresses law enforcement’ s needs regarding the content of
CGVoP communications.
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1 Introduction

This document presents law enforcement’ s electronic surveillance needs regarding Carrier-Grade
Voice over Packet (CGVOP) Service.

This section introduces the content of the document. It contains background information and
describes the purpose and scope of the document. The section also describes the target audience,
defines the service, presents the organization of the document, and introduces the labeling
convention used for requirements contained in the document.

1.1 Background

Lawfully authorized electronic surveillance (LAES) is a critically important investigative tool
whereby Law Enforcement Agencies (LEAS) are permitted to intercept communications and/or
acquire communication-identifying information. Many serious law enforcement investigations
would be thwarted without the availability of LAES as an investigative technique and the
cooperation of service providers.

The legal authority for LAESisfound in federal statutes, including but not limited to the
Electronic Communications Privacy Act of 1986 (18 U.S.C. § 3121 et seq.), which governs pen
registers and trap and trace devices, and the Omnibus Crime Control and Safe Streets Act of
1968 (18 U.S.C. § 2510, et seg.), which governs interceptions of communication content and is
commonly referred to as“ Title 111" or “the Wiretap Act.” The assistance of service providers has
long been authorized and required pursuant to these federal statutes.

In addition, certain service providers (labeled “Telecommunications Carriers’) are required to
design their systems so as to ensure that they are capable of enabling the government to conduct
LAES, pursuant to the 1994 Communications Assistance for Law Enforcement Act (CALEA).!
Service providers who meet the definition of “ Telecommunications Carrier” must meet the
requirements of CALEA.

In May of 1995, the Federal Bureau of Investigation (FBI), in cooperation with federal, state and
local LEAS, published Law Enforcement Requirements for the Surveillance of Electronic
Communications’. The document provided guidance to service providers with wireline, wireless,
and Broadband Personal Communications Services (PCS) networks. Law enforcement
recognizes that, in some instances, a service provider may be able to ensure that an LEA has
access to the communication content and/or communication-identifying information associated
with an intercept subject’s use of a service, without the service provider having to modify its
networks or systems. However, for many of the new services offered over packet networks,
electronic surveillance has not been adequately addressed. In fact, many of the new packet-based
services and architectures impede or even preclude law enforcement’ s full and proper execution

! Seegenerally 47 U.S.C. 1001 to 1010; CALEA applies to Telecommunications Carriers but not to information
services. See 47 U.S.C. §81002(b)(2)(A), 1001(6).

2 Law Enforcement Requirements for the Surveillance of Electronic Communications (May, 1995) is available on
www.askcalea.net .
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of LAES and challenge the ability of service providersto assist law enforcement. As aresult,
network-based surveillance solutions will likely be required to address these problems.

In order to stimulate development of effective electronic surveillance solutions for packet-based
services, law enforcement devel oped a set of general capability requirements that identify law
enforcement’ s basic needs when performing electronic surveillance for packet-based
communications. These requirements are specified in the Packet Surveillance Fundamental
Needs Document (PSFND) for Telecommunications Carriers, Equipment Manufacturers, and
Providers of Telecommunications Support Services. Law enforcement recognizes that each
packet-based service has more-detailed needs based on the specific characteristics of the service
and architectures employed for the service.

CGVoP Service® is a packet-based service for which law enforcement has identified the need for
specific electronic surveillance capabilities. Therefore, law enforcement has selected CGVoP
Service for development of requirements for these capabilities. These requirements are the
primary content of this document.

1.2 Purpose and Scope

As stated above, capabilities are needed from service providersto assist LEASs in conducting
LAES for CGVoP Service. The purpose of this document, Electronic Surveillance Needs for
Carrier-Grade Voice over Packet (CGVoP) Service, isto set forth the surveillance capabilities
needed by LEAsfor CGVoP Service. This document isintended to:

* Build awareness of law enforcement’ s needs,

»  Provide understanding of the specific electronic surveillance requirements that address these
needs, and

»  Stimulate thinking towards the development of cost-effective electronic surveillance
solutions that meet these requirements and strike a balance between privacy, and national
security and public safety.

This document is intended to provide guidance to CGV oP Service Providers and equipment
manufacturersin the form of law enforcement’ s requirements for these electronic surveillance
capabilities.

The requirements contained in this document define what communication-identifying
information and communication content are needed by LEAs conducting LAES for Carrier-
Grade VoP Service. The requirements do not define how a CGV oP Service Provider would
access an intercept subject’s communication-identifying information and communication content
within the CGVoP Service Provider network. In addition, this document does not assume a
particular physical architecture or implementation for meeting the capabilities identified.

This document is not intended and should not be considered to require any specific design nor
prohibit the adoption of any equipment. This document is meant to describe the technical
capabilities and features that LEAS view as important to accomplishing their goal in conducting

3 Section 1.4 contains a definition of CGVoP Service.
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LAES, which isto acquire accurate and complete information for their investigationsin the best
manner possible and in accordance with law.

This document does not address the various types of legal authorizations that dictate the specific
information to be provided for LAES. The definition of electronic surveillance capabilitiesin this
document and the subsequent deployment of these capabilities by CGVoP Service Providers do
not preclude LEASs from continuing to use existing surveillance techniques for packet-based
services.

This document was prepared in cooperation with representatives of the U.S. law enforcement
community, including federal, state and local law enforcement.

1.3 Target Audience

This document is intended to offer guidance regarding law enforcement’ s electronic surveillance
needs to entities involved in the delivery of CGVoP Service to end customers, including CGVoP
Service Providers offering the service, manufacturers of equipment used to offer the service, and
standards bodies and industry associations devel oping specifications for the service. This
document is also intended to inform federal government entities, including the Federal
Communications Commission (FCC) and Congress, of law enforcement’ s electronic surveillance
needs. Lastly, this document is intended to assist LEAs that conduct electronic surveillance and
manufacturers of electronic surveillance equipment in understanding the inherent complexities in
performing LAES for packet-based services and the corresponding necessary electronic
surveillance capabilities.

1.4 Definition of Carrier-Grade Voice over Packet (CGVoP) Service

Within the last five years, there has been a significant movement within the telecommunications
industry to utilize packet technology to offer voice services that parallel the services provided
through the Public Switched Telephone Network (PSTN) and that strive to achieve quality,
reliability, security and connectivity comparable to the PSTN. This movement has been an
attempt to leverage the inherent flexibility and cost effectiveness of packet technology, mainly
for the purpose of migrating existing PSTN infrastructure (for Incumbent Local Exchange
Carriers [ILECs] and Wireless Service Providers) or competing with ILECs by deploying new
infrastructure (for Competitive Local Exchange Carriers [CLECS]).

The focus of this document is on law enforcement’s electronic surveillance needs for CGVoP
Service. CGVOP Service is defined as the set of subscription-based voice services and features
provided over carrier-managed packet networks, and includes wireline and wireless services.

1.5 Assumptions
The following assumptions have been made in the development of this document:

1. CGVoP Service, as defined in this document, is limited to voice-band communications,
which includes voice-band telephone calls, voice-band facsimile calls, and voice-band
modem calls. Hence, the focus of this document is voice-band communications.
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2. Thisdocument only addresses CGV oP Service. Other services that might be offered by a
provider of CGVoP Service are not addressed. For example, while CGVoP Service
Providers might offer other application-level services (e.g., video conferencing, unified
messaging, email), such services are not addressed herein. As another example, while
CGVoP Service Providers might also offer broadband access services (e.g., Digital
Subscriber Line [DSL] service) and CGV oP Service subscribers might leverage these
broadband access services to use CGVoP Service, broadband access services are not
addressed herein.*

3. CGVoP Service only includes services to which an end user must subscribe. Service
subscription is defined as establishing with a CGV oP Service Provider static information
that uniquely identifies an end user, or an end user’ s equipment, facilities, or service.
Since service subscription makes available unique information that can be used to
definitively identify an end user, service subscription is critical to the performance of
electronic surveillance for aservice.

4. 1tisnot necessary for the document to explicitly address cases where a subscribed-to
CGVoP Service Provider re-sells service or hires another provider to offer part of the
service. Law enforcement’ s needs apply to the subscribed-to CGVoP Service Provider,
regardless of whether or not the service provider owns the functionality.

1.6 Document Organization
The document is organized into the following sections:

»  Section 1 describes the purpose, scope, target audience and assumptions for the
document, provides a definition of the service, and presents the requirements-labeling
convention used in the document.

» Section 2 presents general concepts of packet electronic surveillance and defines key
terms used throughout the document.

e Section 3 describesthe CGVoP Servicein detail.

»  Section 4 defines the events for which LEAS require communication-identifying
information and identifies the required information.

e Section 5 defines LEA access to communication-identifying information and
communication content.

» Section 6 presents law enforcement’ s needs regarding the performance, quality, security,
and integrity for performing LAES for CGV 0P Service.

+ The References section lists the documents that are referenced within the document.

*  The Acronyms section presents the acronyms used in the document.

4 Broadband access services (e.g., DSL service) could be addressed in a future service-specific document.
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* The Glossary defines specialized terms used in the document.

1.7 Requirement-Labeling Convention

In this document, requirements are presented using special formats to facilitate locating,
referencing and distinguishing these types of information from supporting text. The intent of this
presentation style isto improve the clarity, readability and overall usefulness of the document.

Each requirement has alabdl that contains the following information:

» Indication of the type of information presented in the requirement. The following
reguirement types are used within this document:

Requirement — A functional capability that is essential to meeting law
enforcement’ s needs for LAES. A Requirement contains the word “requires’” and is
identified by the letter “R”.

Conditional Requirement — A functional capability that is essential to meeting law
enforcement’ s needs for LAES in specific cases. If law enforcement identifies a
capability defined in a Conditional Requirement as necessary for a specific case, it
shall be treated as a Requirement for the application. A Conditional Requirement
states the condition under which the defined capability applies, contains the word
“requires’ and isidentified by the letters“CR”.

Objective— A functional capability that is desirable for meeting law enforcement’s
needs for LAES. An Objective contains the word “desires’” and isidentified by the
letter “O".

Conditional Objective— A functional capability that is desirable for meeting law
enforcement’ s needs for LAES in specific cases. A Conditional Objective states the
condition under which the defined capability applies, contains the word “ desires’
and isidentified by the letters“ CO”.

* A document-wide sequence number for each requirement type.

Each requirement type is presented in indented, boldface type.

The following is an example of the third Requirement in the document:

R-3

Law enforcement requires...

FBI CALEA Implementation

U.S. GOVERNMENT RESTRICTED - FOR OFFICIAL USE ONLY



U.S. GOVERNMENT RESTRICTED - FOR OFFICIAL USE ONLY
Electronic Surveillance Needsfor CGVoOP Service January 29, 2003

1-6
FBI CALEA Implementation

U.S. GOVERNMENT RESTRICTED - FOR OFFICIAL USE ONLY



U.S. GOVERNMENT RESTRICTED - FOR OFFICIAL USE ONLY
Electronic Surveillance Needsfor CGVoOP Service January 29, 2003

2 Packet Electronic Surveillance Overview

This section provides an overview of the packet electronic surveillance capability. Also, key
terms used in the document are defined.

2.1 Packet Electronic Surveillance Capability

Regardless of the authority under which LAES is performed, there are fundamental electronic
surveillance capahilities for packet-based communications.

Law enforcement’ s fundamental need for LAES is to gain access to the communication-
identifying information and communication content associated with an intercept subject’s use of
aservice. This need applies to communications initiated, received and redirected by an intercept
subject’ s equipment, facilities or service.

In performing LAES for packet-based services, law enforcement expects to have access to
communication-identifying information that is reasonably available to the provider of the service.
For a particular provider, the determination of whether or not information is reasonably available
for aserviceis based on:

» therolethat the provider playsin the particular service and
» what information is present at the provider’s network entities that support the service.

There are typically multiple providers involved in an intercept subject’ s use of a particular
packet-based service. One of these providersis considered to be the actual provider of the
service; the other providers enable the service.

A CGVoP Service Provider employs equipment for providing CGV oP Service. Based on the
functionality supported by this equipment, certain communication-identifying information about
an intercept subject’s use of the serviceis present at the equipment and could be made available
by a CGVoP Service Provider without the provider being unduly burdened by network
modifications.

The equipment at which communication-identifying information or communication content is
accessed istermed an “Intercept Access Point (IAP)” . For packet-based services, because the
underlying service architecture is often distributed in nature, IAPs for communication-identifying
information and 1APs for communication content are commonly different types of equipment.
Furthermore, for a given service scenario (i.e., the use of aservice in a particular way and the
particular chain of occurrences associated with this use), there could be multiple IAPs for
communication-identifying information and communication content. Moreover, the |AP for
communication-identifying information and/or communication content could vary between
different service scenarios.

However, this document does not require or assume the distribution of 1APs. Furthermore, the
document does not identify which network elements should or could be IAPs.

Law enforcement needs access to information regarding certain end-user actions or related
signals associated with an intercept subject’s use of a service that are communication-identifying
information or result in the generation of communication-identifying information. For the
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purposes of this document, these end-user actions and related signals are termed “ surveillance
events.” For each surveillance event, there are one or more specific cases for which the event is
considered to occur and thereis a set of information needed by law enforcement.

Section 4 defines the surveillance events and event information for CGV oP Service. Section 5
presents law enforcement’ s needs regarding lawfully authorized access to communication-
identifying information and communication content for CGV oP Service. Section 6 presents
general law enforcement needs for LAES for CGV 0P Service.

2.2 Key Definitions

This section defines key terms used in the document. Understanding these termsis essential to
understanding the requirements contained herein. A complete glossary of termsis provided at the
end of the document.

agent — a network-based service or device that acts on behalf of a subscriber to send or
receive communications (e.g., an interactive screening service, areminder service, a
delayed transmission service).

associate — a telecommunications user whose equipment, facilities, or services are used to
communicate or attempt to communicate with the intercept subject.

call — a sequence of events beginning with an initial connection or facility request and ending
with thefinal release of all facilities used. A call may have one or more legs.

call leg—abi-directional call path associated with each network facility usage attempt and
subsequent usage.

carrier-grade —indicates that the packet network is a managed network offering services
and features that meet or exceed the levels of quality, reliability, security and
connectivity found in the circuit switch-based PSTN.

Carrier-grade Voice over Packet (CGVoP) Service Provider —aservice provider that
offers carrier-grade voice services over a carrier-managed packet network.

communications —encompasses the term “ el ectronic communications,” defined in 18, U.S.C.
2510(12) as “any transfer of messages, signals, writing, images, sounds, data, or
intelligence of any nature transmitted in whole or in part by awire, radio,
electromagnetic, photoelectric, or photo-optical system.” Asused herein, the term also
includes “wire communications,” defined in 18, U.S.C. 2510(1) as “any aural transfer
made in whole or in part through the use of facilities for the transmission of
communications by the aid of wire, cable, or other like connection between the point of
origin and the point of reception (including the use of such connection in a switching
station) furnished or operated by any person engaged in providing or operating such
facilities for the transmission of interstate or foreign communications or communications
affecting interstate or foreign commerce and such term includes any electronic storage of
such communication.”

communication attempt —initiation of communication by the intercept subject or an
associate.
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communication content —encompasses the term “ contents,” defined in 18 U.S.C. 2510 (8)
as “when used with respect to any wire, oral or electronic communications, includes any
information concerning the substance, purport or meaning of that communication.”

communication-identifying information —dialing or signaling information that identifies
the origin, direction, destination, or termination of each communication generated or
received by a subscriber by means of any equipment, facility, or service of the service
provider. Thisincludes, but is not limited to, directory numbers, call setup information,
IP addresses, other routing or addressing information, and parameters of the signaling
information that can be used as a means to subscribe to features of the service or activate
features of the service, or establish and control a session or communication attempt.

cut-through —when an endpoint has received via call signaling the information needed to
communicate.

Inter cept Access Point (1 AP) —a point within a service provider’ s network where some of
the communications or communication-identifying information of an intercept subject’s
equipment, facilities and services are accessed.

inter cept subject — atelecommunication service subscriber (and other users of such service)
whose communications, communication-identifying information, or both, have been
lawfully authorized to be intercepted and delivered to an LEA. The information used to
identify the intercept subject includes those inputs used to access the particul ar
equipment, facility, or communication service (e.g., network address, terminal identity,
subscription identity).

Inter net — collectively the myriad of computer and telecommunications facilities, including
equipment and operating software, which comprise the interconnected world-wide
network of networks that employ the Internet Protocol, or any predecessor or successor
protocols to such protocol, to communicate intelligence of all kinds by wire and radio.

Lawfully Authorized Electronic Surveillance (LAES) —the interception of communication
content and/or acquisition of communication-identifying information. Government’s
legal authority to perform LAES was established through laws such as the Electronic
Communications Privacy Act of 1986 (18 U.S.C. § 3121 et seq.), which governs pen
registers and trap and trace devices, and the Omnibus Crime Control and Safe Streets Act
of 1968 (18 U.S.C. § 2510, et seg.), which governs interceptions of communication
content and is commonly referred to as“ Title 111" or “the Wiretap Act.” The use of this
term in this document does not include administrative subpoenas for obtaining a
subscriber's service usage records and information about a subscriber's service that a
LEA may employ before the start of an authorized interception.

Law Enforcement Agency (LEA) —agovernment entity with the legal authority to conduct
electronic surveillance (e.g., the FBI or alocal police department).

multi-way call —acall involving more than two parties, where the intercept subject initiated
the addition of the other parties to the call. A multi-way call includes a three-way call
and a conference call.
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packet-based communication — user packet activity sent or received over the course of a
communication.

packet-based service — a service that employs packet-mode technol ogy.

packet-mode — a communication where individual packets or virtual circuits of a
communication within a physical circuit are switched or routed by the accessing
telecommuni cation system. Each packet may take a different route through the
intervening network(s).

packet network —anetwork in which data is transmitted in units called packets.

service —a capability or set of capahilities offered by a service provider to end users, to
which end users subscribe.

service feature — a capability offered by a service provider as part of a service, where such a
capability cannot be used outside of the context of the service.

service scenario — the use of a service in aparticular way and the particular chain of
occurrences associated with this use.

service subscription — establishing with a service provider static information that uniquely
identifies an end user, or an end user’ s equipment, facilities, or service.

surveillance event — an end-user action or related signal associated with the use of a service
that is communication-identifying information or results in the generation of
communication-identifying information..
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3 Service Description

CGVoP Serviceis defined as a set of subscription-based voice services and features provided
over acarrier-managed packet network. The modifier “carrier-grade” is used to indicate that the
CGVoP network is a managed network in that the services and features offered achieve
comparable levels of quality, reliability, security and connectivity as the levels found in the
traditional circuit switch-based PSTN.

CGVoP networks are now being positioned to supplement and eventually replace the circuit-
switched networks currently comprising the majority of the network components of the PSTN. In
fact, agrowing percentage of carrier-grade voice calls are already traversing these carrier-
managed packet networks. Service providers will want the transition to the new technology to be
seamless. Consequently, the differences between the packet network and the present circuit-
switched network will be introduced to customersin terms of additional services and features
built on the base of present capabilities.

3.1 Service Capabilities

CGVoP Service can be viewed as the packet-mode equivalent of circuit-switched local voice
telephony service. As such, CGVoP networks perform the fundamental functions of call control,
signaling, switching, and routing inherent in the circuit-switched PSTN.

A Call Management Server (CMYS) is afundamental network element for CGVoP Service. A
CMSistypicaly involved in call control and signaling.

CGVoP Serviceis characterized by traditional telephony capabilities, such as:
e Loca calling (which includes number portability)

Toll calling

* Accessto Interexchange Carriers for long distance calling

e Operator services including Operator Intercept and Busy Line Verification
* Directory Assistance

* Accessto toll-free (800, 888, 877, etc.) services

* Emergency Services (911)

e N11 services (including 711 Telecommunications Relay Service)

* Integrated Services Digital Network (ISDN) services

e Advanced Intelligent Network (AIN) services
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3.2 Service Features

CGVoP Serviceis also characterized by the availability of service features such as CLASS™®
features on an individual caller’ sline or Business Group features on a group of businesslines.
These features include, but are not limited to, the following:

e Call Forwarding (Selective Call Forwarding, Call Forwarding Variable, Call
Forwarding Busy, Call Forwarding Don’'t Answer)

»  Selective Call Acceptance/Rejection
e Calling Number Delivery/Blocking
e Calling Name Delivery/Blocking

e Call Waiting

*  Customer-Originated Trace

e Multi-Way Cadling

* Automatic Callback

* Automatic Recall

* VoiceMall

» Digtinctive Alerting

* Anonymous Call Rejection

* Outgoing Call Restriction

e Multi-line Hunt Groups

3.3 Use of Service

The calls placed for CGVoP Service can be made using traditional end-user telephone sets or
newer telephony technology. While it is afact that new customer premise equipment (CPE) is
available that enables callers to connect directly to a CGV oP network (commonly called “IP
phones’), it is not necessary for end-users to purchase and connect such equipment in order to
place calls on a CGVoP network. In addition, end-users using traditional telephone equipment, in
most cases, are unaware that a CGV oP network is being used to process and transport their calls.
The fact that a call is handled by a CGV oP network is generally transparent to end-users, making
CGVoP Service appear practically identical to traditional circuit-switched voice telephony
service.

CLASS isaservice mark of Telcordia Technologies, Inc. CLASS services are a group of subscriber services that
provide selective-call screening, aerting, and calling-identification delivery functions. CLASS services take
advantage of the calling-number information in common-channel signaling. In some cases, CLASS services are
invoked apart from call setup and, therefore, use non-associated call signaling (i.e., signals generated apart from
normal dialing).
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3.3.1 Addressing Other Parties

For CGV oP Service, acommon method by which one end-user addresses another end-user is
dialing a standard telephone Directory Number (DN). The DNs assigned to subscribers of

CGV 0P Service with access to the PSTN are in the E.164 format. In North America, this number
will be part of the North American Numbering Plan (NANP) in 10-digit DN format (NPA NXX-
XXXX). However, a CGVoP network often has the capability to support an alternate dialing plan
(or plans). The alternate dialing plan could provide connectivity to other customers on the same
or other networks by using addressing schemes that are based, for example, on IP addresses
rather than atraditional DN.

3.3.1.1 On-Net Calling

Providers of CGV 0P Service have sought to implement enhanced services and features to be used
between end-users served on the same CGV oP network. Conseguently, there may be dialing
techniques and capabilities such as abbreviated dialing or non-NANP numbers that are made
available to end-users in addition to standard dialing capabilities. It is even possible that a
separate dialing plan for on-net calls, applicable to all end-users served by the same CGVoP
Service Provider, can be invoked distinct from the dialing plan used for off-net calling. Thisis
not unlike the present capabilities on a PBX or Centrex. The key differenceis that the unique
dialing plan can be applicable for al end-users served by the same CGV oP Service Provider,
even though there is no affiliation or association among the end-users other than that they are
served by the same CGV oP Service Provider. The CM S would then have two separate addressing
schemes for the end-user that the CM'S may or may not directly associate internally. Calling
where end-users can be connected without dialing aNANP DN is considered part of CGVoP
Service.

3.3.1.2 Off-Net Calling

Off-net calling occurs when a call either changes from packet-mode to circuit mode (involving a
wireline provider and/or Wireless Service Provider [WSP]) or the network service provider
changes at some point in the call. Examples of how these conditions can occur are as follows:

1. Thecustomer dialsa NANP DN and the call is directed to a network element on the
same service provider’ s circuit-switched (non-VoP) network. Thisis an off-net call
because the call changes from packet-mode call to circuit-mode call.

2. Thecustomer dialsaNANP DN and the call is directed to a network element on
another service provider’s circuit-switched network. Thisis an off-net call because the
call changes service provider and changes from packet mode to circuit mode.

3. Thecustomer dialsaNANP DN or signals another type of address (e.g., Session
Initiation Protocol [SIP] Uniform Resource Locator [URL]) and the call is directed to
another service provider’ s network that isa CGVoP network. Thisis an off-net call
because different service providers are involved.

In general, it will not be necessary for customers to dial an access code to egress their CGVoP
Service Provider’s network. Again, most customers are likely to be unaware that their calls are
processed and transported in a CGV oP network.
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3.4 Types of Access

Figure 3-1 depicts atypical CGV oP network architecture and illustrates six common types of
access to a CGVoP network. This architecture is presented solely for illustrative purposes and is
not intended to confine CGV oP Service to services based on this architecture.

VoP Provider Network

- e

\ === = B
" V i .
AN ; A
X Trunking, i
Gaeway . __ =
~ _><Tsignaing

- Gateway

P Phone

Circuit-Switched

CGW- Customer Gateway

NMGW - Network Mediation Gateway

Figure 3-1: CGVoP Network Architecture

Thefollowing is abrief generic description of each access type represented in Figure 3-1:

A. Twisted pair copper loop with CGVoP Service capability (the equivalent of Plain Old
Telephone Service (POTS) capability) — It is also possible to provide ISDN accessin this
manner rather than POTS.

B. Four-wire trunk-type connectivity for Private Branch Exchange (PBX) access— This
provides access for multiple lines, any of which may be used for data and/or voice
services, including CGVoP Service, configured at the PBX.

C. Twisted pair copper loop with digital signaling capability using the upper range of the
line transmission above 4KHz (DSL) — Effectively providing digital connectivity
including CGVoP Service.
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D. Hybrid Fiber Coax (HFC) connectivity — The fiber/coax spectrum is broken down at the
customer location using a set-top box or other equipment. This provides access for
analog cable television connectivity, digital cable television connectivity and digital
connectivity for Internet access and voice services, including CGVoP Service.

E. Wireless connectivity — Depending on the spectrum allocated and the technol ogy used,
wireless connectivity can include voice services, high-speed data, and Internet access. At
the very least, it provides CGVoP Service.

F. 1P phone connectivity — A direct digital packet connectivity is available from a phone set
that converts speech into digital packet signaling. Typically, the IP phone accesses the
CGVoP network viaxDSL , HFC (Cable Modem access), or viaa customer LAN.

Asillustrated in Figure 3-1, there is different CPE associated with each of the six types of access
shown. Note that some CPE associated with each access method can, at the customer’s option, be
used to make CGV oP calls, including voice-band voice calls, voice-band facsimile calls, and
voice-band data calls. Some of this equipment can also be used to access other
services/capabilities beyond the voice-band (e.g., aDSL line or an HFC connection). CGVoP
Service, as defined in this document, is separate and distinct from these other services and
capabilities outside of the voice-band range. CGVoP Service must meet a unique set of industry-
defined quality, reliability, security and connectivity requirements that setsit apart from the other
digital packet services to which the customer may have access.

The Access Gateway, Customer Gateway (CGW)?®, and Network Mediation Gateway (NMGW)’
shown in Figure 3-1 can be a separate piece of equipment or may be an integral part of other
pieces of network equipment. For access types A and B, the voice transmission for CGVoP
Service enters the CGVoP network via an Access Gateway component. The Access Gateway
converts the analog voice signal to digital packets. For access types C through F, the voice
transmission for CGVoP Service is packetized by the Customer Gateway and enters the CGVoP
network through the Network Mediation Gateway (which is an optional gateway since some
networks may not implement this function). For access type F (IP phone connectivity), the
equipment that performs this conversion/packetization isincluded as part of the CPE. Whenever
aconventional PSTN phone is used to access the CGV oP network, equipment is needed
somewhere outside of the telephone itself to perform this conversion. This network equipment
could take the form of an Access Gateway or another piece of CPE (e.g., Customer Gateway). As
the PSTN evolves toward a network of interconnected V oP components, the conversion of voice
to digital packets may come to reside fully outside of any “formal” network equipment
components such as an Access Gateway .

® Notethat a Customer Gateway is typically located at the customer premises. In some cases, it may be just outside of
the customer’ s premises. In addition, the CGW may be network owned or customer owned. The decision of which
approach isused is a CGVoP Service Provider policy.

" A Network Mediation Gateway is a device that provides entry into the CGVoP Service Provider’s network for call
signaling traffic and voice media traffic. An NMGW may provide some or all of the following functions: enforcing
traffic priority policy, enforcing encoding policy, providing conferencing capability, providing network-based call
cut-through, and generating audible ringing for terminating calls. A CGVoP Service Provider may or may not
implement an NMGW.
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3.5 Call Processing in the CGVoP Network

Figure 3-1 aso illustrates another distinctive technical characteristic of a CGVoP network. This
is the separation of call/connection management from media routing/switching. It is the function
of the CM S to keep track of when acall is made by a subscriber and where that call isto
terminate, either on-net (within the CGV oP network boundaries) or off-net (somewherein
another network [e.g., PSTN]). Once the CMS has performed any call setup functions, it turns
over the functions of media transport and routing to other media-related network components.
The CMS tracks active calls based on the last information it receives from the Access Gateway,
NMGW, and Signaling Gateway. The CM S does hot handle the actual communications/media
packets as they traverse the CGVoP network. It involvesitself in the course of atypical call only
when features are invoked that require its call processing capabilities. It isthe job of the packet
network to route the packets between the various gateways (or 1P phones, in the case of access

type F).

For CGVoP Service, the CM S typically performs the types of number tranglations that are
performed in the PSTN. As examples, the CM S could translate a toll-free number to a routable
number, or a speed dialing code (e.g., #2) to the corresponding directory number. The CMS
could also perform number tranglations that are specific to a CGV oP environment. Translation of
an E.164 number to a technology-specific identifier (e.g., H.323 address or SIP URL), and the
subsequent tranglation of this identifier to a network address (e.g., |P address), islikely to
become common with the introduction of ENUM (E.164 Number) databases.

3.6 CPE Capabilities
In CGVoP networks, certain key functionality and features are or could be provided by CPE.

In traditional circuit switches, the customer’sline is activated in the switching system when the
serviceisinitiated. The line remains active (i.e., it can make or receive cals), until somework is
done to deactivate the line. In a CGV oP network there is a concept of registration of the
equipment making a call with the CMS. It is possible that the registration with the CMSis
handled automatically by the CPE or by the network access equipment, but thisis not always the
case. Therefore, customers may have to proactively register their CPE with the CM S before
being able to make or receive calls.

CPE could also support features commonly provided by network components. For example, in
the PSTN, when amid-call service like three-way calling or call waiting isinvoked, a circuit
switching system'’s central processor gets involved with managing the second call and bridging
the three parties together (for three-way calling) or toggling between calls (for call waiting). In a
CGVoP network, for access type A, and the low end of accesstypes C, D, E, and F, the CMS or
other centralized network component (e.g., a bridging server) will perform the same functions
that acircuit switch does today, because the CPE is not capable of performing these functions.
However, for the other access types and for more-capable customer premises-based equipment, it
is possible that the CPE will perform these functions and in such away that the CM S will have
no specific knowledge that the use of the feature has taken place. In the three-way calling
example, the CMSwill know about both calls, but it may not know specificaly that the two
events are related to each other as athree-way calling event. In the call waiting example, the
CMSwill know about both calls, but it may not know which call is currently “active.”
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3.7 Interconnection to the PSTN

CGVoP calls may be placed to and received from subscribersin the PSTN. This requires that
CGVoP networks be interconnected with the PSTN. Currently this means interconnection to
mostly circuit-switched networks. Under the FCC' s rules for interconnection of local telephone
companies with long distance carriers, every LEC network is required to provide other
interconnecting networks with avery specific grade of service from an inter-network trunking
perspective. Therefore, a CGVoP network, if considered a LEC network or an integral part of a
LEC' s network, must provide a managed network fully capable of a sustainable and guaranteed
level and quality of service (QoS) that meets these FCC regulations. This necessitates the
presence of network management capabilities to ensure that the network meets industry and tariff
standards and that the network does not fail or, if it doesfail, does not propagate those failuresto
other interconnecting networks or into the PSTN as awhole. Therefore, CGVoP Service
Providers build or lease transport and transmission facilities that allow their CGV oP networks to
meet these industry requirements. Since the level and quality of service on the Public Internet
does not currently meet these industry requirements, CGVoP calls are considered to traverse only
carrier-provided packet-mode transport facilities and not the Public Internet.

3.7.1 Outgoing Calls

Currently, reaching DNs served by other provider networks requires the CGVoP network to
interface with the circuit-switched PSTN. Figure 3-1 illustrates that the CGV oP network has two
critical interfaces with the PSTN. The first interface is to the Signaling Gateway® that is used to
set up calls directed out from the CGVoP network to the PSTN and those directed in for
termination in the CGVoP network. The second interface is to the Trunking Gateway that carries
the actual communications between the networks.

3.7.2 Incoming Calls

An off-net call incoming from a non-CGVoP network isfirst detected at the Signaling Gateway.
Call setup information (atype of communication-identifying information) passes from the
Signaling Gateway to the CMS. The CM S uses the NANP DN number it receives to identify its
internal network address for that DN, determines where the call should terminate (commonly
from registered address information) and the characteristics of the connection, and initiates
ringing to alert the end-user of the incoming call. When the voice content packets arrive at a
CGVoP network’ s Trunking Gateway from the PSTN, the packets are converted from circuit
mode to packet mode. Conversion of the voice-band transmission to packet transmission and
connection to the end user’ s CPE are the functions of the gateways and routers in the CGVoP
network. Aswith outgoing calls, the CM S typically involvesitself in an active call only when a
recognized feature is invoked by the end user.

8 In some configurations, a Signaling Gateway and Trunk Gateway may be co-located (e.g., in the case of an ISDN
Primary Rate Interface (PRI) or a T1 trunk supporting Multi-Frequency (MF) signaling). In some architectures
associated with certain signaling protocols (e.g., H.323 and SIP), a Signaling Gateway and Trunking Gateway are
necessarily melded into a single gateway. In fact, in this latter case, the processing of signaling (including the call
control signaling) is performed at the gateway.
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4 Surveillance Events for Carrier-Grade VoP Service

This section presents the surveillance events for CGVoP Service. For each surveillance event, the
event is defined, the occurrences of the event are identified and the information needed by law
enforcement for the event is presented.

This section focuses on the communication-identifying information to which law

enfor cement needs access for surveillance eventsrelevant to CGVoP Service. This section
does not presume an implementation for providing law enforcement with accessto this
information.

The following assumptions were made in the devel opment of the material contained herein:

1. The“calls’ referred to in this section are CGVoP calls, and include both on-net and off-
net calls (as described in Section 3.3).

2. There could be differing amounts of available information for particular surveillance
events depending on whether acall is an on-net or off-net call, and whether acall isan
originating, terminating or redirected call.

3. EBventinformation for a particular surveillance event can be correlated to event
information for previous associated surveillance events. As such, the set of event
information identified in this section for a particular surveillance event does not include
information elements that are presumed to be available for previous associated
surveillance events.

4. The surveillance event that occurred will be known when accessing event information.
Hence, the set of event information for each surveillance event defined herein does not
include an event identifier.

The following surveillance events are addressed in this section:

» Registration/Authorization Events

- Address Registration (Section 4.1.1)

- Address De-registration (Section 4.1.2)

- Mobility Authorization (Section 4.1.3)

- Mobility De-authorization (Section 4.1.4)
* Cal Management Events

- Cadl Origination (Section 4.2.1)

- Cdl Termination Attempt (Section 4.2.2)

- Call Answer (Section 4.2.3)

- Call Release (Section 4.2.4)

- Address Resolution (Section 4.2.5)

- Cadl Admission Control (Section 4.2.6)
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- MediaModification (Section 4.2.7)
* Signaling Events
- Subject Signaling (Section 4.3.1)
- Network Signaling (Section 4.3.2)
- Post-Cut-Through Dialing/Signaling (Section 4.3.3)
* Feature Use Events
- Cadll Redirection (Section 4.4.1)
- Party Hold (Section 4.4.2)
- Party Retrieve (Section 4.4.3)
- Party Join (Section 4.4.4)
- Party Drop (Section 4.4.5)
- Call Merge (Section 4.4.6)
- Call Split (Section 4.4.7)
»  Communication Content Events
- Content Delivery Start (Section 4.5.1)
- Content Delivery Change (Section 4.5.2)
- Content Delivery Stop (Section 4.5.3)
- Content Unavailable (Section 4.5.4)
* Feature Management Events
- Feature Activation (Section 4.6.1)
- Feature Deactivation (Section 4.6.2)
» Surveillance Status Events
- Surveillance Activation (Section 4.7.1)
- Surveillance Continuation (Section 4.7.2)
- Surveillance Change (Section 4.7.3)
- Surveillance Deactivation (Section 4.7.4)

For each surveillance event, the specific case(s) for which the event is consider ed to occur
and theinformation elements needed by law enfor cement for the event are identified. For
certain occurrence cases and information elements, examples of the case and infor mation
element are presented. Any sets of such examples are not intended to be exhaustive.

Any referencesto specific technologies within this section arefor illustrative purposesonly,
and arenot intended to limit the relevance of the corresponding surveillance event to these
technologies.
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4.1 Registration/Authorization Events

Law enforcement requires access to communication-identifying information for events pertaining
to the registration of address information and the authorization of service use.

4.1.1 Address Registration

The Address Registration event occurs when an intercept subject attempts to register network
address information. Note that the registration of a gateway (e.g., Access Gateway) that serves
multiple users (including the intercept subject) is not considered an address registration for the

intercept subject.

R-1 Law enforcement requires accessto information for the Address Registration
event when the inter cept subject attemptsto register network address
information (whether or not theregistration is successful).

R-2 Law enforcement requires accessto the information contained in Table 4-1
when the Address Registration event occurs.

Table 4-1: Information for Address Registration Event

I nformation Element

Description

Case Identity

Identifies the intercept subject.

IAP System Identity

Identifies the network node containing the IAP.

Time Stamp Identifies the date and time that the event was
detected.
Service Identity Identifies CGVoP Service.

Subscriber Identity

Identifies the subscriber to a service, when the
identifier is more specific than the intercept
subject identity associated with the Case
Identity.

Visited Provider Identity

Identifies the other service provider, when the
network address information attempted to be
registered is associated with another service
provider.

Address Information

Address information that was attempted to be
registered (e.g., E.164 telephone number, IP
address, Asynchronous Transfer Mode (ATM)
address, SIP URL).

Result

Indicates whether the address registration was
successful or unsuccessful.

Failure Reason

Indicates the reason for an unsuccessful
address registration, when address registration

4-3
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Information Element

Description

was unsuccessful.

4.1.2 Address De-registration

The Address De-registration event occurs when network address information for an intercept
subject is de-registered. Note that the de-registration of a gateway (e.g., Access Gateway) that
serves multiple users (including the intercept subject) is not considered an address de-registration

for the intercept subject.

R-3 Law enforcement requires accessto information for the Address
De-registration event in the following cases:

1. Theintercept subject attemptsto de-register network address

infor mation.

2. The CGVoP Service Provider de-registers network addressinformation
for the inter cept subject (e.g., based on registration timeout).

R-4 Law enforcement requires accessto the information contained in Table 4-2
when the Address De-registration event occurs.

Table 4-2: Information for Address De-registration Event

Information Element

Description

Case Identity Identifies the intercept subject.

IAP System Identity Identifies the network node containing the IAP.

Time Stamp Identifies the date and time that the event was
detected.

Service ldentity Identifies CGVoP Service.

Subscriber Identity

Identifies the subscriber to a service, when the
identifier is more specific than the intercept
subject identity associated with the Case
Identity.

Visited Provider Identity

Identifies the other service provider, when the
network address information attempted to be
de-registered is associated with another service
provider.

Address Information

Address information that was attempted to be
de-registered (e.g., E.164 telephone number, IP
address, ATM address, SIP URL).

De-registration Reason

Indicates the reason for address de-registration

£m wmmmir bl bl )
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Information Element

Description

(e.g., requested, timeout).

4.1.3 Mobility Authorization

The Mobility Authorization event is the authorization attempt by an intercept subject with
terminal or personal mobility to receive service. This event applies when the intercept subject has
terminal or personal mobility in association with the CGVoP Service to which the intercept

subject subscribes.

R-5 Law enforcement requires access to information for the Mobility
Authorization event in the following cases:

1. Theintercept subject with terminal or personal mobility attemptsto
become authorized for servicewith a service provider other than the
provider of the CGVoP Service to which theintercept subject subscribes
(whether or not the authorization is successful).

2. Theintercept subject with terminal or personal mobility attemptsto
become authorized for servicein another service area with theinter cept
subject’s CGVoP Service Provider or adifferent service provider
(whether or not the authorization is successful).

0-1 Law enforcement desires access to information for the Maobility Authorization
event when the inter cept subject with terminal or personal mobility attempts
to become authorized for servicein theintercept subject’shome service area
(whether or not the authorization is successful).

R-6 Law enforcement requires accessto the information contained in Table 4-3
when the M obility Authorization event occurs per R-5.

0-2 Law enforcement desires accessto theinformation contained in Table 4-3
when the M obility Authorization event occurs per O-1.

Table 4-3: Information for Mobility Authorization Event

Information Element

Description

Case Identity Identifies the intercept subject.

IAP System Identity Identifies the network node containing the IAP.

Time Stamp Identifies the date and time that the event was
detected.

Service ldentity Identifies CGVoP Service.

Subscriber Identity

Identifies the subscriber to a service, when the
identifier is more specific than the intercept
subject identity associated with the Case
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Information Element

Description

Identity.

Visited Provider Identity

Identifiesthe other service provider, when
another service provider isrequesting
authorization.

Network Address Identifies the network node serving the
intercept subject, when known.
Result Indicates whether the authorization was

successful or unsuccessful.

Failure Reason

Indicates the reason for an unsuccessful
authorization, when authorization was
unsuccessful.

4.1.4 Mobility De-authorization

The Mobility De-authorization event is the de-authorization of an intercept subject with terminal
or personal mobility to receive service. This event applies when the intercept subject has terminal
or personal mobility in association with the CGV oP Service to which the intercept subject

subscribes.

R-7 Law enforcement requires accessto information for the M obility De-
authorization event in the following cases:

1. Theintercept subject with terminal or personal mobility becomes de-
authorized for service with a service provider other than the provider of
the CGVoP Serviceto which the inter cept subject subscribes.

2. Theintercept subject with terminal or personal mobility becomes de-
authorized for servicein another service area with theintercept subject’s
CGVoP Service Provider or a different service provider.

0-3 Law enforcement desires access to information for the Maobility De-
authorization event when theinter cept subject with terminal or personal
mability becomes de-authorized for servicein theintercept subject’s home

service area.

R-8 Law enforcement requires accessto the infor mation contained in Table 4-4
when the M obility De-authorization event occurs per R-7.

0-4 L aw enforcement desires accessto the information contained in Table 4-4
when the M obility De-authorization event occurs per O-3.
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Table 4-4: Information for Mobility De-authorization Event

Information Element Description
Case Identity Identifies the intercept subject.
IAP System Identity Identifies the network node containing the IAP.
Time Stamp Identifies the date and time that the event was
detected.
Service ldentity Identifies CGVoP Service.
Subscriber Identity Identifies the subscriber to a service, when the

identifier is more specific than the intercept
subject identity associated with the Case

Identity.

Visited Provider Identity Identifies the other service provider, when
another service provider is requesting de-
authorization.

Network Address Identifies the network node serving the

intercept subject, when known.

De-authorization Reason Indicates the reason for de-authorization (e.g.,
normal power-off, roamed out of service area).

4.2 Call Management Events

Law enforcement requires access to communication-identifying information for events associated
with the management of a call.

4.2.1 Call Origination

The Call Origination event occurs when the intercept subject originates or attemptsto originate a
call.

R-9 Law enforcement requires access to information for the Call Origination
event in thefollowing cases:

1. Acallor call legisoriginated by the intercept subject and routed toward
an on-net or off-net destination.

2. Thedestination number for acall or call leg originated by the inter cept
subject istranslated to another address (e.g., speed dialing number
trandation or toll free number trangation).

3. A call isattempted by the inter cept subject, but, after theintercept
subject performs complete dialing or signaling of the destination addr ess,
the CGVoP network cannot complete the call.
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4. A call isattempted by theintercept subject, but, after theinter cept
subject performs complete dialing or signaling of the destination addr ess,
the inter cept subject abandonsthe call beforeit could be routed toward
itson-net or off-net destination.

5. A call isattempted by the inter cept subject, but theinter cept subject does
not perform complete dialing or signaling of the destination address (i.e.,
inter cept subject dialsor signalsno or partial destination addr ess).

6. A featurecodeisdialed or signaled by theinter cept subject.

R-10 Law enforcement requires accessto the information contained in Table 4-5
when the Call Origination event occurs.

Table 4-5: Information for Call Origination Event

Information Element

Description

Case Identity

Identifies the intercept subject.

IAP System Identity

Identifies the network node containing the IAP.

Time Stamp Identifies the date and time that the event was
detected.

Service ldentity Identifies CGVoP Service.

Cdl Identity Uniquely identifies a call, call appearance, or

call leg within a system.

Cadling Party Identity

Identifies the originating party (e.g., E.164
number), when the identifier is more specific
than the intercept subject identity associated
with the Case |dentity.

Called Party Identity

Identifies the called party, when known.

Initial User Input

Identifies the input provided by the calling
party as part of initial call setup.

Interim Tranglation Input

Identifies the input to a translation process,
when different from the Initial User Input (e.g.,
toll free number that was translated from an
Initial User Input of a speed-calling number
[eq., #12], SIP URL that was trandated from
an Initial User Input of an E.164 number [for
ENUM]).

Location Identifies the location of the intercept subject’s
terminal (e.g., cell site/sector and/or other
geographic information), when the intercept
subject has terminal or personal mobility and

4-8
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Information Element

Description

access to location information is authorized.

Transit Carrier Identity

Identifies the transit carrier, when atransit
carrier isinvolved and the transit carrier
identity is known.

Media Addresses®

Identifies the originating and/or terminating
addresses (e.g., |P addresses) for the media,
when known.

Media Information

Identifies media characteristics (e.g., media
format) for the call, when known.

Note (a): If the media addresses are included in the Media Information element, it is not
necessary to provide the Media Addresses information element.

4.2.2 Call Termination Attempt

The Call Termination Attempt event occurs when aterminating call attempt to the intercept
subject has been detected. The Call Termination Attempt event occurs regardless of the
disposition of the call (e.g., busy, answered, or redirected).

R-11 Law enforcement requires accessto information for the Call Termination
Attempt event in the following cases:

1. Anincoming call from an associate to theinter cept subject is detected,
regardless of the disposition of the call. Thisincludes callsfor which the
inter cept subject receives a call waiting notification tone.

2. Arecall event involving theintercept subject isdetected (e.g., hold recall,
transfer recall, or attendant recall).

R-12 Law enforcement requires accessto the information contained in Table 4-6
when the Call Termination Attempt event occurs.

Table 4-6: Information for Call Termination Attempt Event

Information Element

Description

Case Identity

Identifies the intercept subject.

IAP System Identity

Identifies the network node containing the IAP.

Time Stamp Identifies the date and time that the event was
detected.

Service ldentity Identifies CGVoP Service.

Cdl Identity Uniquely identifies a call, call appearance, or

call leg within a system.
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Information Element Description

Calling Party Identity Identifies the calling party to the extent known.

Called Party Identity Identifies the called party (e.g., E.164 number),

when the identifier is more specific than the
intercept subject identity associated with the
Case Identity.

Redirected-from Information Identifies information about a previous
redirection, when the incoming call has
information about a previous redirection.

Media Addresses® Identifies the originating and/or terminating
addresses (e.g., |P addresses) for the media,
when known.

Media Information Identifies media characteristics (e.g., media

format) for the call, when known.

Note (a): If the media addresses are included in the Media Information element, it is not
necessary to provide the Media Addresses information element.

4.2.3 Call Answer

The Call Answer event occurs when acall or call leg has been answered. Transmission is usually
cut-through in both directions to the intercept subject or its agent (e.g., voicemail system), dueto
the receipt of an off-hook indication from the terminating end-user, or other user-network
interaction.

R-13 Law enforcement requires accessto information for the Call Answer event in
thefollowing cases:

1. Theintercept subject answersacall or call legthat hasnot been
previously answer ed by the inter cept subject.

2. An agent of the inter cept subject (e.g., password screening system)
answersacall or call leg.

3. A call originated by an intercept subject isanswered or cut-through in
both directions.

4. A call redirected by theinter cept subject (e.g., via call forwarding) is
answer ed or cut-through in both directions.

5. Theintercept subject or itsagent answersarecalling associate (e.g., for
hold recall, transfer recall or attendant recall).

R-14 Law enforcement requires accessto the information contained in Table 4-7
when the Call Answer event occurs.
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Table4-7: Information for Call Answer Event

Information Element

Description

Case Identity

Identifies the intercept subject.

IAP System Identity

Identifies the network node containing the IAP.

Time Stamp Identifies the date and time that the event was
detected.

Service ldentity Identifies CGVoP Service.

Cdl Identity Uniquely identifies a call, call appearance, or

call leg within a system.

Answering Party Identity

Identifies the answering party or agent, when
known.

Location

Identifies the location of the intercept subject’s
mobile terminal (e.g., cell site/sector and/or
other geographic information), when the
intercept subject hasterminal or personal
mobility and access to location information is
authorized.

Media Addresses®

Identifies the originating and/or terminating
addresses (e.g., |P addresses) for the media,
when known.

Media Information

Identifies media characteristics (e.g., media
format) for the call, when known.

Note (a): If the media addresses are included in the Media Information element, it is not
necessary to provide the Media Addresses information element.

4.2.4 Call Release

The Call Release event occurs when acall, call appearance, or call legis released. It indicates
that network resources associated with the call have been released.

R-15 Law enforcement requires accessto information for the Call Release event in

thefollowing cases:

1. A call attempt isabandoned by the calling party (intercept subject or

associate) or isunsuccessful.

2. A completed call isreleased (including abnormal release detected by the

inter cept subject’s network).

R-16 Law enforcement requires accessto the information contained in Table 4-8
when the Call Release event occurs.
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Table 4-8: Information for Call Release Event

Information Element Description

Case Identity Identifies the intercept subject.

IAP System Identity Identifies the network node containing the IAP.

Time Stamp Identifies the date and time that the event was
detected.

Service ldentity Identifies CGVoP Service.

Cdl Identity Uniquely identifies a call, call appearance, or
call leg within a system.

Release Cause Identifies the reason the call was released,
when known.

Location Identifies the location of the intercept subject’s

mobile terminal (e.g., cell site/sector and/or
other geographic information), when the
intercept subject hasterminal or personal
mobility and access to location information is
authorized.

Visited Provider Identity Identifies the service provider, when the
intercept subject is served by another service
provider when the call is released.

4.2.5 Address Resolution

The Address Resolution event occurs when the CGVoP network performs or receives the results
of an address resolution and sends the resulting address information to the intercept subject’s
equipment (e.g., user terminal), facilities, or service. The Address Resolution event also occurs
when the CGV oP network performs or receives the results of an address resolution that has as
the input and/or results in an address that identifies the intercept subject’s equipment, facilities or
service, and sends the resulting address information to an associate’ s equipment (e.g., user
terminal), facilities or service (or any other network entity).

Occurrence of this event will depend on the network signaling protocol used by the CGVoP
network. This event typically occursin cases where the CGVoP network is not actively involved
in call setup (e.g., for a SIP Redirection Server or certain H.323 Gatekeeper configurations). As
an example, the Address Resolution event occurs when a SIP 3xx response (e.g., 302 Moved
Temporarily) is sent to an intercept subject’ s equipment in response to an SIP INVITE request
from the intercept subject.

When the CGVoP network performs address resolution or receives the results of an address
resolution and uses the resulting address information to route the cal, rather than returning the
resulting address information to the originator, the results of the resolution would instead be
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captured for the Call Origination event, Call Termination Attempt event, or Call Redirection
event, depending on the nature of the address resolution and the direction of the call.

R-17 Law enforcement requires accessto information for the Address Resolution

event in thefollowing cases:

1. TheCGVoP network performsan addressresolution on behalf of the
inter cept subject or receivestheresultsof an addressresolution for the
intercept subject , and sendstheresulting addressinformation to the
inter cept subject’s equipment, facilitiesor service.

2. The CGVoP network performsan addressresolution on behalf of an
associate or receivestheresults of an addressresolution for the associate,
wheretheresolution input and/or result identifies an inter cept subject’s
equipment, facilities or service, and returnsthe resulting address
information to the associate's equipment, facilitiesor service.

R-18 Law enforcement requires accessto theinformation in Table 4-9 when the

Address Resolution event occurs.

Table 4-9: Information for Address Resolution Event

Information Element

Description

Case Identity

Identifies the intercept subject.

IAP System Identity

Identifies the network node containing the IAP.

Time Stamp Identifies the date and time that the event was
detected.

Service ldentity Identifies CGVoP Service.

Cdl Identity Uniquely identifies a call, call appearance, or

call leg within a system.

Subscriber Identity

Identifies the party for whom the address

resol ution was performed, when the address
resolution was for the intercept subject and the
identifier is more specific than the intercept
subject identity associated with the Case
Identity or when the address resol ution was for
an associate.

Resolution Input

Address information provided as input by the
party for whom the address resol ution was
performed.

Resolution Output

Address information provided as output to the
party for whom the address resol ution was
performed.

4-13

FBI CALEA Implementation

U.S. GOVERNMENT RESTRICTED - FOR OFFICIAL USE ONLY




U.S. GOVERNMENT RESTRICTED - FOR OFFICIAL USE ONLY

Electronic Surveillance Needsfor CGVoOP Service January 29, 2003
Information Element Description
Media Addresses® Identifies the originating and/or terminating
addresses (e.g., |P addresses) for the media,
when known.
Media Information Identifies media characteristics (e.g., media
format), when known.

Note (a): If media addresses are included in the Media Information element, it is not necessary to
provide the Media Addresses information element.

4.2.6 Call Admission Control

The Call Admission Control event occurs when the CGV oP network interacts with an intercept
subject’ s equipment, facilities or service regarding granting permission to the intercept subject to
originate and receive calls. This event also occurs when the CGV oP network instructs an
intercept subject’ s equipment, facilities or serviceto clear acall, or is notified by the intercept
subject’ s equipment, facilities or service of the clearing of acall.

Occurrence of this event will depend on the network signaling protocol used by the CGVoP
network (e.g., using the Registration Admission Status [RAS] protocol in an H.323-based
network to control use of network resources).

R-19 Law enforcement requires access to information for the Call Admission
Control event in the following cases:

1. TheCGVoP network receivesarequest from theintercept subject’s
equipment, facilities or servicefor permission to originate a call.

2. The CGVoP network receivesarequest from the inter cept subject’s
equipment, facilities or servicefor permission to receive a call.

3. TheCGVoP network receives arequest from theintercept subject’s
equipment, facilities or serviceto clear acall.

4. The CGVoP network receives a confirmation from the inter cept subject’s
equipment, facilities or servicethat a call was cleared.

R-20 Law enforcement requires accessto the information contained in Table 4-10
when the Call Admission Control event occurs.

Table 4-10: Information for Call Admission Control Event

Information Element Description
Case Identity Identifies the intercept subject.
IAP System Identity Identifies the network node containing the IAP.
Time Stamp Ldentifi ?s the date and time that the event was
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Information Element Description
detected.
Service Identity Identifies CGVoP Service.
Admission Control Type Identifies the type of call management

transaction (i.e., call origination, call
termination, or call clearing).

Call Identity Uniquely identifies a call, call appearance, or
call leg within a system.

Calling Party Identity Identifies the originating party of the call,
when known.

Called Party Identity Identifies the called party of the call, when
known.

Permission Request Result Identifies the result of the call management

transaction (e.g., permission granted or not
granted), when the intercept subject requested
permission to originate or receive acall.

Denial Reason Indicates the reason for a denied request, when
permission was not granted (e.g., insufficient
network resources, poor account standing).

Media Addresses® Identifies the originating and/or terminating
addresses (e.g., |P addresses) for the media,
when known.

Media Information Identifies media characteristics (e.g., media

format) for the call, when known.

Note (a): If media addresses are included in the Media Information element, it is not necessary to
provide the Media Addresses information element.

4.2.7 Media Modification

The Media Modification event occurs when the CGV oP network determines that the media
characteristics (e.g., media format) of an existing call involving the intercept subject is being
modified. Occurrence of this event will depend on the network signaling protocol used by the
CGVoP network (e.g., H.323).

R-21 Law enforcement requires accessto information for the M edia M odification
event in thefollowing cases:

1. TheCGVoP network receivesarequest for, or detects, modification of the
media characteristics of an existing call involving the inter cept subject.

2. The CGVoP network receivesarequest for, or detects, the addition or
removal of a media stream for an existing call involving the inter cept
subject.
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R-22 Law enforcement requires access to the information contained in Table 4-11
when the Media M odification event occurs.

Table4-11: Information for Media M odification Event

Information Element Description

Case Identity Identifies the intercept subject.

IAP System Identity Identifies the network node containing the IAP.

Time Stamp Identifies the date and time that the event was
detected.

Service ldentity Identifies CGVoP Service.

Cdl Identity Uniquely identifies a call, call appearance, or
call leg within a system.

Requested Media Modification Identifies the requested changes to the media
characteristics (e.g., media format, network
addresses), when changes were requested.

Resultant Media M odification Identifies the granted or detected changesto
the media characteristics (e.g., mediaformat,
network addresses), when changes were
granted.

4.3 Signaling Events

Law enforcement requires access to communication-identifying information regarding signals
sent from or to the intercept subject.

4.3.1 Subject Signaling

The Subject Signaling event occurs when the intercept subject dials or initiates asignal to control
afeature or service operation (e.g., call forwarding, call waiting, call hold and three-way calling).
Even if user input may be uninterpretable and would result in no change in the control of the call,
the Subject Signaling event is still considered to have occurred.

The subject signal could be in-band or out-of-band and could be call-associated or non-call-
associated. However, the Subject Signaling event does not include post-cut-through information.
Post-cut-through information is covered by the Post-Cut-Through Dialing/Signaling event as
defined in Section 4.3.3.

R-23 L aw enforcement requires access to information for the Subject Signaling
event when the inter cept subject, using the service under surveillance, dials or
signalsto control servicesor features provided by the serving system, whether
or not sufficient input was provided and whether or not the call or signaling
attempt was abandoned with partial or no input.
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R-24 Law enforcement requires access to the information contained in Table 4-12
when the Subject Signaling event occurs.

Table 4-12: Information for Subject Signaling Event

Information Element

Description

Case Identity Identifies the intercept subject.

IAP System Identity Identifies the network node containing the IAP.

Time Stamp Identifies the date and time that the event was
detected.

Service ldentity Identifies CGVoP Service.

Cdl Identity Uniquely identifies a call, call appearance, or

call leg within a system.

Subscriber Identity

Identifies the subscriber associated with the
subject signal (i.e., the intercept subject), when
the identifier is more specific than the intercept
subject identity associated with the Case
Identity.

Subject Signal

Identifies the signal or dialing originating from
the intercept subject.

4.3.2 Network Signaling

The Network Signaling event occurs when signal s originated by the CGV oP network are sent
toward the intercept subject. These signals could be in the form of audio, text or visual signals.

R-25 Law enforcement requires accessto information for the Network Signaling

event in the following cases:

1. Alertingisapplied toward theintercept subject.

2. Anaudible signal isapplied toward the inter cept subject (e.g., dial tone,

busy tone, ringback tone).

3. Signaling information or a display messageis sent toward the inter cept
subject (e.g., identifying calling name and number, redirecting party
name and number, message waiting indicator).

4. Announcement isapplied towar dstheintercept subject.

Any other call control/service control message/signal that might indicate
call or servicecontrol progressor statusis sent toward theintercept

subject
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Examples of cases where the Network Signaling event occurs are (list isfrom TIA/EIA J-STD-
025-A):

Dial toneis applied indicating an intercept subject has gone off-hook and the CGVoP
network is ready to accept address information from the intercept subject.

Recall dial toneis applied indicating that an CGVoP network is ready to accept address
information or other information from an intercept subject.

Expensive route warning tone is applied indicating an intercept subject has accessed the
Automatic Flexible Routing (AFR) feature and the CGV oP network selected outgoing route
is designated as an expensive route.

Busy toneis applied indicating an intercept subject-originated incomplete call attempt.

Reorder tone or Congestion tone is applied indicating an intercept subject-originated
incomplete call attempt.

Receiver Off-Hook (ROH) tone is applied indicating the intercept subject has left the phone
receiver off hook and the lineis receiving permanent signal treatment. Thistone is also used
in place of ringing when an operator system needs to alert an off-hook line.

Specia Information Tone (SIT) is applied indicating an intercept subject-originated call has
been routed to an announcement. SIT tones precede CGV oP network-generated
announcements to permit the user and network equipment to detect the type of recorded
announcement that follows the tone.

Ringback tone or audible aerting is applied indicating an intercept subject-originated call
attempt has progressed and the called party is being aerted.

Barge-in toneis applied indicating someone is about to barge-in on the intercept subject’s
active call.

Call-associated out-of-band signal that is normally perceivable (seen or heard) by the
intercept subject, such as tone commands (i.e., tones off) or visual call status indicator.

Alerting tone is applied indicating an incoming call attempt to the intercept subject.

Digtinctive alerting tone is applied to allow classification of incoming calls to the intercept
subject based on the called number or based on the calling number.

Reminder ring is applied to notify the intercept subject when aterminating call has been
redirected.

Call waiting tone is applied, indicating an incoming call to the intercept subject while the
intercept subject isin the communications state with another call.

Distinctive call waiting toneis applied to allow classification of incoming callsto the
intercept subject, while the intercept subject isin the communications state with another call,
based on the called number or based on the calling number.

Confirmation tone is applied indicating the CGVoP network has received information and
has processed the request, such as the activation or deactivation of afeature or service.
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Message waiting indicator tone is applied indicating message waiting services are available.
Thistone also indicates that the CGV oP network is ready to accept address information or
other information.

Denial tone (single 2.0 seconds burst of 480 Hz tone added to a 620 Hz tone) is applied
towards the intercept subject indicating denia of afeature request.

Signaling information is delivered to the intercept subject identifying calling name and
number and redirecting party name and number.

Alphanumeric information associated with acall is delivered to the intercept subject, such as
text provided in the Q.931 display information element (e.g., calling name, redirecting
name).

Intercept tone or Mobile Reorder tone (alternating 440Hz and 620 Hz tones each on for 250
ms.) is applied toward the intercept subject.

Answer tone is applied toward the intercept subject.
Tones off. All tones off.

Pip tone (four bursts (0.1 second on, 0.1 second off) of 480 Hz tone, and then off) is applied
toward the intercept subject .

Abbreviated Intercept tone (4 seconds of Intercept tone) is applied toward the intercept
subject.

Abbreviated Congestion tone (4 seconds of Congestion tone) is applied toward the intercept
subject.

Warning tone ( asingle 0.1 second burst of 480 Hz tone) is applied toward the intercept
subject.

Dial tone burst tone (a single 2.0 seconds burst of Dial tone) is applied toward the intercept
subject.

Standard announcement is applied toward the intercept subject as applicable per ANSI-41.

Number Unobtainable tone is applied toward the intercept subject indicating that the dialed
number isinvalid or unobtainable.

Authentication Failure tone is applied toward the intercept subject indicating that an
authentication attempt has failed.

R-26 Law enforcement requires accessto the information contained in Table 4-13
when the Network Signaling event occurs.
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Table 4-13: Information for Network Signaling Event

Information Element Description
Case Identity Identifies the intercept subject.
IAP System Identity Identifies the network node containing the IAP.
Time Stamp Identifies the date and time that the event was
detected.
Service ldentity Identifies CGVoP Service.
Cdl Identity Uniquely identifies a call, call appearance, or

call leg within a system.

Subscriber Identity Identifies the subscriber associated with the
network signal (i.e., the intercept subject),
when the identifier is more specific than the
intercept subject identity associated with the
Case Identity.

Network Signal Identifies the audio signals, visual signals or
displayed text applied by the serving system,
when the signals or text would normally be
sensed by the intercept subject.

4.3.3 Post-Cut-Through Dialing/Signaling

The Post-Cut-Through Dialing/Signaling event occurs when the intercept subject dials or signals
digits or other potential routing information after an on-net call is established within the CGVoP
network or after an off-net call is connected to another provider’s network. Post-cut-through
information isinformation dialed or signaled by the intercept subject after the initial call setupis
completed and the call path is cut-through in both directions. Law enforcement needs access to
post-cut-through information that could represent routing information. However, a CGVoP
service provider may report post-cut-through information other than routing information and has
no obligation to determine which post-cut-through information actually led or could lead to
routing.

R-27 Law enforcement requires accessto information for the Post-Cut-Through
Dialing/Signaling event when the inter cept subject dials or signalsdigitsor
other potential routing information after a call originated by or terminated to
theintercept subject is cut-through in both directions.

R-28 Law enforcement requires accessto the information contained in Table 4-14
when the Post-Cut-Through Dialing/Signaling event occurs.
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Table 4-14: Information for Post-Cut-Through Dialing/Signaling Event

Information Element Description

Case Identity Identifies the intercept subject.

IAP System Identity Identifies the network node containing the IAP.

Time Stamp Identifies the date and time that the event was
detected.

Service ldentity Identifies CGVoP Service.

Cdl Identity Uniquely identifies a call, call appearance, or
call leg within a system.

Post-Cut-Through Input Identifies the input (e.g., digits) provided by
the intercept subject after the call is cut-
through in both directions.

4.4 Feature Use Events

Law enforcement requires access to communication-identifying information for surveillance
events related to an intercept subject’ s use of service features. The surveillance events defined in
this section focus on what happens during the use of particular service features, not on the
features themselves.

4.4.1 Call Redirection

The Call Redirection event occurs when acall is redirected such that the intercept subject’s
equipment, facilities or serviceisinvolved in or aware of the call redirection. Call redirection
occurs for service features such as call forwarding (e.g., call forwarding variable, call forwarding
busy) and call waiting deluxe. Call redirection could also occur for an intercept subject having
terminal or personal mobility to redirect calls to the subject’s current location.

R-29 Law enforcement requires access to information for the Call Redirection
event in the following cases:

1. Anincoming call attempt to the intercept subject isredirected.

2. A call originated, received or redirected by the inter cept subject is
subsequently redirected by an associate such that the inter cept subject’s
equipment, facilities or service is aware of theredirection.

Examples of Item 1 of the Call Redirection event defined in R-29 are:

» Theincoming call attempt isforwarded. Call forwarding covers any of several features
that redirect acall to another directory number (or voicemail) if a certain conditionis
met (e.g., the line is busy). Call forwarding includes selective call forwarding, whichisa
type of call forwarding where the condition is complex and/or dynamic (e.g., routing
based on calling party number, time-of-day, calling party location).
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The incoming call attempt is deflected. Call deflection is aredirection feature (e.g., call
waiting deluxe) that allows the called party to interactively refuse an incoming call and
send that call to another directory number, voicemail or an announcement.

The incoming call attempt is to an intercept subject with terminal or personal mobility
and is redirected to the intercept subject’s current location.

Examples of I1tem 2 of the Call Redirection event defined in R-29 are:

An associate redirects an incoming call attempt (e.g., using call forwarding) that was
originated by the intercept subject. In this case, the redirection by the associate might
cause the subject’ s equipment, facilities or service to establish a media connection to the
redirected-to party (instead of establishing a media connection to the associate).

An associate redirects an incoming call attempt (e.g., using call forwarding) that was
previously redirected by the intercept subject.

An associate redirects an answered call (e.g., using call transfer) that was originated by
the intercept subject. In this case, the redirection by the associate might cause the
subject’ s equipment, facilities or service to establish a new media connection to the
redirected-to party (in place of the original media connection to the associate).

An associate redirects an answered call (e.g., using call transfer) that was previously
redirected by the intercept subject.

A call parked on the intercept subject’s line (by the intercept subject or an associate) is
retrieved using a line other than the intercept subject’sline.

A call parked by the intercept subject on aline other than the intercept subject’slineis
retrieved using a line other than the line against which the call was parked.

R-30 Law enforcement requires accessto the information contained in Table 4-15

when the Call Redirection event occurs.

Table 4-15: Information for Call Redirection Event

Information Element Description

Case Identity Identifies the intercept subject.

IAP System Identity Identifies the network node containing the IAP.

Time Stamp Identifies the date and time that the event was
detected.

Service ldentity Identifies CGVoP Service.

Cdl Identity Uniquely identifies the redirected call, call
appearance, or call leg within a system.

Feature ldentity Identifies the feature for which the redirection
occurred (e.g., call forwarding variable), when
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Information Element

Description

readily available.

Redirected-from Party Identity

Identifies the party (intercept subject or
associate) who caused the redirection of acall,
when this party is known.

Redirected-to Party Identity

Identifies the party to whom acall is
redirected.

Transit Carrier Identity

Identifies the transit carrier, when atransit
carrier isinvolved and the transit carrier
identity is known.

Visited Provider Identity

Identifies the service provider to which the call
has been redirected, when the intercept subject
is currently served by another service provider.

Media Addresses®

Identifies the originating and/or terminating
addresses (e.g., |P addresses) for the resultant
media, when known.

Media Information

Identifies media characteristics (e.g., media
format for the call, when known.

Note (a): If the media addresses are included in the Media Information element, it is not
necessary to provide the Media Addresses information element.

4.4.2 Party Hold

The Party Hold event occurs when the intercept subject places a party on an active call on hold.
Placing a party on hold occurs during the use of service features such as call hold, call waiting,
three-way calling, conference calling, call transfer and call park.

R-31

Law enforcement requires accessto information for the Party Hold event

when the inter cept subject places an active call on hold.
Examples of the Party Hold event defined in R-31 are:

* Theintercept subject invokes the call hold feature for an active call.

» Using the call waiting feature, the intercept subject places the current call on hold (and

toggles to the other call).

» Using the three-way calling feature, the intercept subject places the initial call on hold

(to originate the call to the third party).

* Theintercept subject places a conference call on hold (to place acall to add another

party).

» Using the call transfer feature, the intercept subject placestheinitial call on hold (to

originate the call to the transfer-to party).
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* Theintercept subject parks acall.

When multiple parties on a call are placed on hold at the same time, the Party Hold event could
be considered to occur either once for each held party or only once for all held parties.

R-32 Law enforcement requires access to the information contained in Table 4-16
when the Party Hold event occurs.

Table 4-16: Information for Party Hold Event

Information Element Description
Case Identity Identifies the intercept subject.
IAP System Identity Identifies the network node containing the IAP.
Time Stamp Identifies the date and time that the event was
detected.
Service ldentity Identifies CGVoP Service.
Cdl Identity Uniquely identifies the call, call appearance, or

call leg within a system for which a party(ies)
was placed on hold.

Feature ldentity Identifies the feature for which the party hold
occurred (e.g., call waiting), when readily
available.

Removed Party Identity(ies) Identifies one or more removed parties, when

the parties have been temporarily removed
from a call due to being placed in aheld state
for the call.

Communicating Party Identity(ies) Identifies the party(ies) remaining in a
communicating state on acall (i.e., excluding
the removed and/or held party(ies)).

4.4.3 Party Retrieve

The Party Retrieve event occurs when a party who had been placed on hold isretrieved using the
same facilities that were used to place the party on hold. Theretrieval of a party could occur
during the use of service features such as call hold, call waiting, three-way calling, conference
calling and call park.

R-33 Law enforcement requires accessto information for the Party Retrieve event
when the inter cept subject retrieves a call that was on hold.

Examples of the Party Retrieve event defined in R-33 are:
e Using the call hold feature, the intercept subject retrieves acall placed on hold.

4-24
FBI CALEA Implementation

U.S. GOVERNMENT RESTRICTED - FOR OFFICIAL USE ONLY




U.S. GOVERNMENT RESTRICTED - FOR OFFICIAL USE ONLY
Electronic Surveillance Needsfor CGVoOP Service January 29, 2003

» Using the call waiting feature, through toggling between calls, the intercept subject

retrieves aheld call.

» Using the three-way calling feature, the intercept subject retrieves thefirst call (in

merging the two calls).

» Using the conference calling feature, the intercept subject retrieves the held call(s) (in

adding the new call/party).

» Using the call transfer feature, the intercept subject retrieves the first call (in transferring

the call).

» Using the call park feature, the intercept subject retrieves a parked call.

When multiple parties on acall are retrieved from a held state at the same time, the Party
Retrieve event could be considered to occur either once for each retrieved party or only once for

all retrieved parties.

R-34 Law enforcement requires accessto theinformation contained in Table 4-17
when the Party Retrieve event occurs.

Table 4-17: Information for Party Retrieve Event

Information Element

Description

Case Identity

Identifies the intercept subject.

IAP System Identity

Identifies the network node containing the IAP.

Time Stamp Identifies the date and time that the event was
detected.

Service ldentity Identifies CGVoP Service.

Cdl Identity Uniquely identifies the call, call appearance, or

call leg within a system for which a party(ies)
was retrieved from a held state.

Feature ldentity

Identifies the feature for which the party
retrieve occurred (e.g., three-way calling),
when readily available.

Joined Party Identity(ies)

Identifies one or more party(ies) retrieved from
aheld state.

Communicating Party Identities

Identifies the parties who are able to
communicate with each other on the call,
including the retrieved party(ies).
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4.4.4 Party Join
The Party Join event occurs when a new party joins an active call. A party can join acall during
the use of service features such as conference calling.

R-35 Law enforcement requires accessto information for the Party Join event
when a new party joins an existing call involving the inter cept subject.

A party isnot considered to be a new party if the party had been previously put on hold and is
added to the active call through retrieval from the held state (see Section 4.4.3 for the Party
Retrieve event).

When multiple partiesjoin acall at the same time (e.g., when an active conference call with
multiple parties is merged with another active conference call), the Party Join event could be
considered to occur either once for each joined party or only once for all joined parties.

R-36 Law enforcement requires accessto the information contained in Table 4-18
when the Party Join event occurs.

Table 4-18: Information for Party Join Event

Information Element Description

Case Identity Identifies the intercept subject.

IAP System Identity Identifies the network node containing the IAP.

Time Stamp Identifies the date and time that the event was
detected.

Service ldentity Identifies CGVoP Service.

Cdl Identity Uniquely identifies a call, call appearance, or
call leg within a system.

Feature ldentity Identifies the feature for which the party join
occurred (e.g., conference calling), when
readily available.

Joined Party Identity(ies) Identifies one or more parties who has/have
joined acall.

Communicating Party Identities Identifies the parties who are able to
communicate with each other on the call,
including the joined party(ies).

4.45 Party Drop

The Party Drop event occurs when a party drops off of acall, such that the call continues
(without the dropped party). A party can drop off of a call during the use of service features such
as three-way calling, conference calling and blind call transfer.
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R-37 Law enforcement requires accessto information for the Party Drop event
when a party (intercept subject or associate) drops off of a call in which the

inter cept subject isinvolved.

Examples of the Party Drop event defined in R-37 are:

*  For anintercept subject-initiated multi-way call, a party other than the intercept subject
hangs up, and the call continues (with the intercept subject and at least one other party).

»  For anintercept subject-initiated multi-way call, the intercept subject drops a party from
the call, and the call continues (with the intercept subject and at |east one other party).

* For ablind call transfer, the intercept subject hangs up after transferring the call.

» For acall split, the intercept subject splitsacall or call leg from a multi-way call. When
acall issplit, the “communicating” parties are those parties who remain on the “original”
call after the call split, which isthe call on which the intercept subject remains, and the
“dropped” parties are those parties who are on the “separated” call after the call split.

The Call Release event (see Section 4.2.4) addresses the case where a call ends, including a
multi-way or transferred call. Hence, the Party Drop event is not considered to occur when a call

ends.

When multiple parties drop from a call at the same time (e.g., when an active conference call is
split into two calls, each having multiple parties), the Party Drop event could be considered to
occur either once for each dropped party or only once for all dropped parties.

R-38 Law enforcement requires accessto the information contained in Table 4-19
when the Party Drop event occurs.

Table 4-19: Information for Party Drop Event

Information Element

Description

Case Identity

Identifies the intercept subject.

IAP System Identity

Identifies the network node containing the IAP.

Time Stamp Identifies the date and time that the event was
detected.

Service ldentity Identifies CGVoP Service.

Cdl Identity Uniquely identifies a call, call appearance, or

call leg within a system.

Feature ldentity

Identifies the feature for which the party drop
occurred (e.g., blind call transfer), when
readily available.

Dropped Party Identity(ies)

Identifies one or more dropped parties, when
parties have been permanently dropped from a
call.
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Information Element Description
Communicating Party Identity(ies) Identifies the partiesremainingin a
communicating state on acall (i.e., excluding
the dropped party(ies)).

4.4.6 Call Merge

The Call Merge event occurs when two or more active calls are merged. The merging of calls
could occur during the use of service features such as three-way calling, conference calling and
cal transfer.

R-39 Law enforcement requires accessto information for the Call M erge event
when the inter cept subject mergestwo or mor e active calls.

Examples of the Call Merge event defined in R-39 are:

» Using the three-way calling feature, the intercept subject merges the two calls.
Consultative call transfer, for which the subscriber waits for an answer to the second call
before connecting the two parties, is considered to be a specific case of three-way
calling.

» Using the conference calling feature, the intercept subject merges a new active call with
the original active call.

* Using the blind call transfer feature, the intercept subject merges the original call with
the second call.

R-40 Law enforcement requires accessto the information contained in Table 4-20
when the Call M erge event occurs.

Table 4-20: Information for Call Merge Event

Information Element Description

Case Identity Identifies the intercept subject.

IAP System Identity Identifies the network node containing the IAP.

Time Stamp Identifies the date and time that the event was
detected.

Service ldentity Identifies CGVoP Service.

Feature ldentity Identifies the feature for which the call merge
occurred (e.g., subject-initiated conference
calling), when readily available.

Previous Call Identities Uniquely identifies the calls, call appearances,
or cal legsthat were merged.

4-28
FBI CALEA Implementation

U.S. GOVERNMENT RESTRICTED - FOR OFFICIAL USE ONLY




U.S. GOVERNMENT RESTRICTED - FOR OFFICIAL USE ONLY

Electronic Surveillance Needsfor CGVoOP Service January 29, 2003
Information Element Description
Resulting Call Identity(ies) Uniquely identifies the call(s), call

appearance(s), or call leg(s) that resulted from
the call merge and the corresponding Content
Identity(ies) [see Table 4-22] if applicable.

4.4.7 Call Split

The Call Split event occurs when one of the calls (or call legs) of a multi-way call is separated by
the conference controller. The “separated call” will continue to exist outside of the multi-way
call. This separation of acall isthe opposite of the Call Merge event (see Section 4.4.4).

Of the two calls resulting from the splitting of the “original” call, one of the callsis considered to
remain the “original” call and the other call is considered to be the “ separated” call. After the call
split, the “original” call isthe call on which the intercept subject is an active participant, and the
“separated” call isthe call on which the intercept subject is not an active participant.

R-41 Law enforcement requires accessto information for the Call Split event when
theintercept subject splitsa call or call leg from a multi-way call, thus
creating anew call.

R-42 Law enforcement requires accessto theinformation contained in Table 4-21
when the Call Split event occurs.

Table 4-21: Information for Call Split Event

Information Element Description
Case Identity Identifies the intercept subject.
IAP System Identity Identifies the network node containing the IAP.
Time Stamp Identifies the date and time that the event was
detected.
Service ldentity Identifies CGVoP Service.
Feature ldentity Identifies the feature for which the call split

occurred, when readily available.

Previous Call Identity(ies) Uniquely identifies the call(s), call
appearance(s) or call leg(s) that was/were split.

Resulting Call Identities Uniquely identifies the calls, call appearances
or call legs resulting from the split and
corresponding Content Identity(ies) [see Table
4-22] if applicable.
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45 Communication Content Events

Law enforcement requires access to communication-identifying information for surveillance
events related to access to communication content. The surveillance events described in this
section are only relevant when law enforcement has access to the communication content for the
particular LAES.

The surveillance events addressed in this section and the corresponding communication
content arerelevant to any type of call, including two-party calls and multi-way calls.

4.5.1 Content Delivery Start

The Content Delivery Start event occurs when communication content delivery to law
enforcement is being enabled for acall.

R-43 For communication content inter ceptions, law enforcement requires access to
information for the Content Delivery Start event when communication
content delivery isbeing enabled for a call or call leg. Thisshould occur after
an intercept subject originates or receivesacall or call leg but prior to cut-
through of the communications between the inter cept subject and associate.
This could occur when the inter cept subject places a multi-way call on hold
and theintercept subject maintains accessto the call.

R-44 For communication content inter ceptions, law enforcement requires access to
theinformation contained in Table 4-22 when the Content Delivery Start
event occurs.

Table 4-22: Information for Content Delivery Start Event

Information Element Description
Case Identity Identifies the intercept subject.
IAP System Identity Identifies the network node containing the IAP.
Time Stamp Identifies the date and time that the event was
detected.
Service Identity Identifies CGVoP Service.
Call Identity Uniquely identifies a call, call appearance, or

call leg within a system.

Content Identity Uniquely identifies the communication content
to be delivered to law enforcement, to enable
correlation with the communi cation-identifying
information.

Originating Media Information Identifies the media characteristics of the call
for the originating endpoint (i.e., the endpoint
from which the call was originated), when
communication content is delivered in a
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Information Element

Description

packetized form. This information must
include the characteristics needed to process
the communi cations content, such as:

* Network Address (e.g., IP address)
» Encoding Algorithm (e.g., G.711, G.728)

* MediaTransport Protocol(s) (e.g., Real-
time Transport Protocol [RTP]) using the
Audio/Video Profile [AVP])

*  Encryption Algorithm
*  Encryption Key

Thisinformation could be delivered in a
bundled form (e.g., asfor Session Description
Protocol [SDPY)).

Terminating Media Information

Identifies the media characteristics of the call
for the terminating endpoint (i.e., the endpoint
to which the call was terminated), when
communication content isdelivered in a
packetized form. This information must
include the characteristics needed to process
the communi cations content, such as:

* Network Address (e.g., IP address)
» Encoding Algorithm (e.g., G.711, G.728)

* MediaTransport Protocol(s) (e.g.,
RTP/AVP)

*  Encryption Algorithm
*  Encryption Key

Thisinformation could be delivered in a
bundled form (e.g., asfor SDP).

45.2 Content Delivery Change

The Content Delivery Change event occurs when there is a modification to the media
characteristics (e.g., encoding algorithm, encryption algorithm, encryption key) of an existing
call. The Content Delivery Change event is generated for surveillances that require the delivery
of communication content and provides LEA collection equipment with the updated information
needed to process the voice packets for the call, when communication content is being delivered

in a packetized form.
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R-45 For communication content inter ceptions, law enfor cement requir es access to
information for the Content Delivery Change event when the media
characteristics of an existing call involving the inter cept subject are being
changed and communication content isbeing delivered in a packetized form .

R-46 For communication content inter ceptions, law enforcement requires accessto
theinformation contained in Table 4-23 when the Content Delivery Change

event occurs.

Table 4-23: Information for Content Delivery Change Event

Information Element

Description

Case Identity

Identifies the intercept subject.

IAP System Identity

Identifies the network node containing the IAP.

Time Stamp Identifies the date and time that the event was
detected.

Service ldentity Identifies CGVoP Service.

Cdl Identity Uniquely identifies a call, call appearance, or

call leg within a system.

Content Identity

Uniquely identifies the communication content
being delivered to law enforcement, to enable
correlation with the communication-identifying
information.

Originating Media Information

Identifies the media characteristics of the call
for the originating endpoint (i.e., the endpoint
from which the call was originated), when
changed. Thisinformation must include the
characteristics needed to process the
communications content, such as:

* Network Address (e.g., |P address)
» Encoding Algorithm (e.g., G.711, G.728)

» MediaTransport Protocol(s) (e.g.,
RTP/AVP)

*  Encryption Algorithm
e Encryption Key

Thisinformation could be delivered in a
bundled form (e.g., asfor SDP).

Terminating Media Information

Identifies the media characteristics of the call
for the terminating endpoint (i.e., the endpoint
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Information Element

Description

to which the call was terminated), when
changed. Thisinformation must include the
characteristics needed to process the
communications content, such as:

* Network Address (e.g., IP address)
» Encoding Algorithm (e.g., G.711, G.728)

* MediaTransport Protocol(s) (e.g.,
RTP/AVP)

*  Encryption Algorithm
*  Encryption Key

Thisinformation could be delivered in a
bundled form (e.g., asfor SDP).

4.5.3 Content Delivery Stop

The Content Delivery Stop event occurs when delivery of communication content to law

enforcement is being disabled.

R-47 For communication content inter ceptions, law enforcement requires access to
information for the Content Delivery Stop event when communication content
delivery isbeing disabled for a call or call leg, including when a call or call leg
isreleased or merged with another call or call leg. This could occur when the
inter cept subject retrieves a multi-way call from a hold condition.

R-48 For communication content inter ceptions, law enforcement requires accessto
theinformation contained in Table 4-24 when the Content Delivery Stop

event occurs.

Table 4-24: Information for Content Delivery Stop Event

Information Element

Description

Case Identity

Identifies the intercept subject.

IAP System Identity

Identifies the network node containing the IAP.

Time Stamp Identifies the date and time that the event was
detected.

Service ldentity Identifies CGVoP Service.

Cdl Identity Uniquely identifies a call, call appearance, or

call leg within a system.
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Information Element Description
Content Identity Uniquely identifies the communication content

being delivered to law enforcement, to enable
correlation with the communi cation-identifying
information.

45.4 Content Unavailable

The Content Unavailable event occurs when the CGV oP Service Provider determines that the
provider does not have access to communication content for a particular call that is under
communication content interception. For example, depending on implementation, this situation
could occur for certain roaming or redirection cases.

R-49 For communication content inter ceptions, law enforcement requires accessto
information for the Content Unavailable event when the CGVoP Service
Provider’s network does not have access to the communication content for a
call under surveillance.

R-50 For communication content inter ceptions, law enforcement requires accessto
theinformation contained in Table 4-25 when the Content Unavailable event
occurs.

Table 4-25: Information for Content Unavailable Event

Information Element Description

Case Identity Identifies the intercept subject.

IAP System Identity Identifies the network node containing the IAP.

Time Stamp Identifies the date and time that the event was
detected.

Service ldentity Identifies CGVoP Service.

Cdl Identity Uniquely identifies a call, call appearance, or
call leg within a system.

Unavailability Reason Indicates the reason communication content is
not available to the CGVoP Service Provider.

4.6 Feature Management Events

Law enforcement requires access to communication-identifying information for certain feature
management surveillance events.
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4.6.1 Feature Activation

The Feature Activation event occurs when a service feature (e.g., call forwarding variable) is
attempted to be activated for an intercept subject. While, in general, feature activation could
occur through direct mechanisms (e.g., dialing a vertical feature code[i.e., *XY], pressing a
feature key) or indirect mechanisms (e.g., filling in a Web page form), the Feature Activation
event is only considered to occur for indirect mechanisms. Attempts to activate a feature through
direct mechanisms would be detected through the Call Origination (Section 4.2.1) and Subject
Signal (Section 4.3.1) events.

The Feature Activation event only addresses feature activations that result in attempts to update
the CGVoP Service Provider’ s network. Any feature activations that only result in attempts to
update the CGV oP Service Provider’ s operations support systems (e.g., Billing System) are not
addressed.

0-5 Law enforcement desires access to information for the Feature Activation
event when the CGVoP network isattempted to be updated to reflect the
activation of a servicefeaturefor theintercept subject through an indirect
mechanism (whether or not the activation is successful).

0-6 Law enforcement desires accessto the information contained in Table 4-26
when the Featur e Activation event occurs.

Table 4-26: Information for Feature Activation Event

Information Element Description
Case Identity Identifies the intercept subject.
IAP System Identity Identifies the network node containing the IAP.
Time Stamp Identifies the date and time that the event was
detected.
Service ldentity Identifies CGVoP Service.
Subscriber Identity Identifies the subscriber to a service, when the

identifier is more specific than the intercept
subject identity associated with the Case

Identity.

Feature ldentity Identifies the feature that was attempted to be
activated.

Feature Activation Information Identifies information to be used by an

activated feature (e.g., forward-to number for
call forwarding), when such information isto
be used by the feature. Thisinformation may or
may not be supplied during the feature
activation request.
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Information Element Description
Result Indicates whether the feature activation was
successful or unsuccessful.
Failure Reason Indicates the reason for an unsuccessful feature
activation, when feature activation was
unsuccessful.

4.6.2 Feature Deactivation

The Feature Deactivation event occurs when a service feature (e.g., call forwarding variable) is
attempted to be deactivated for an intercept subject. While, in general, feature deactivation could
occur through direct mechanisms (e.g., dialing a vertical feature code[i.e., *XY], pressing a
feature key) or indirect mechanisms (e.g., filling in aWeb page form), the Feature Deactivation
event is only considered to occur for indirect mechanisms. Attempts to deactivate a feature
through direct mechanisms would be detected through the Call Origination (Section 4.2.1) and
Subject Signal (Section 4.3.1) events.

The Feature Deactivation event only addresses feature deactivations that result in attempts to
update the CGV oP Service Provider’s network. Any feature deactivations that only result in
attempts to update the CGVoP Service Provider’s operations support systems (e.g., Billing
System) are not addressed.

O-7 Law enforcement desires access to information for the Featur e Deactivation
event when the CGVoP network isattempted to be updated to reflect the
deactivation of a service featurefor the inter cept subject through an indirect
mechanism (whether or not the deactivation is successful).

0-8 Law enforcement desires accessto the information contained in Table 4-27
when the Featur e Deactivation event occurs.

Table 4-27: Information for Featur e Deactivation Event

Information Element Description

Case Identity Identifies the intercept subject.

IAP System Identity Identifies the network node containing the IAP.

Time Stamp Identifies the date and time that the event was
detected.

Service ldentity Identifies CGVoP Service.

Subscriber Identity Identifies the subscriber to a service, when the
identifier is more specific than the intercept
subject identity associated with the Case
Identity.
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Information Element Description

Feature ldentity Identifies the feature that was attempted to be
deactivated.

Result Indicates whether the feature deactivation was
successful or unsuccessful.

Failure Reason Indicates the reason for an unsuccessful feature
deactivation, when feature deactivation was
unsuccessful.

4.7 Surveillance Status Events

Law enforcement requires access to information regarding the status of a surveillance. Law
enforcement needs access to the surveillance status at the activation and deactivation of
surveillance, aswell ason a periodic basis. Law enforcement also needs to know about changes
to the status of a surveillance while it is active.

The following are the possible surveillance statuses:
* inactive—surveillance is not being performed.

* active—surveillance is being performed. A surveillance is active between the activation and
deactivation of the surveillance. The following are the two possible specific surveillance
statuses for an active surveillance:

- partially active — not all of the functionality (e.g., IAPs) needed to fully perform
surveillance on an intercept subject is performing surveillance.

- fully active —all of the functionality (e.g., IAPs) needed to fully perform surveillance on
an intercept subject is performing surveillance.

These statuses are addressed for the surveillance status events presented in this section.

4.7.1 Surveillance Activation

The Surveillance Activation event occurs when the CGVoP Service Provider activates a
surveillance for an intercept subject for a particular LEA, based on the authorization submitted to
the CGVoP Service Provider by the LEA.

When the surveillance activation occurs, the surveillance could have afully active or partially
active status.

0-9 Law enfor cement desires access to infor mation for the Surveillance
Activation event when the CGVoP Service Provider activates surveillance for
aparticular intercept subject for a particular LEA.

0-10 Law enforcement desires accessto the information contained in Table 4-28
when the Surveillance Activation event occurs.

4-37
FBI CALEA Implementation

U.S. GOVERNMENT RESTRICTED - FOR OFFICIAL USE ONLY




U.S. GOVERNMENT RESTRICTED - FOR OFFICIAL USE ONLY
Electronic Surveillance Needsfor CGVoOP Service January 29, 2003

Table 4-28: Information for Survelllance Activation Event

Information Element Description

Case Identity Identifies the intercept subject.

Reporting System Identity Identifies the network node reporting the
surveillance status.

Time Stamp Identifies the date and time that the event was
detected.

Service ldentity Identifies CGVoP Service.

Surveillance Status Indicates whether the surveillance is fully

active or partially active at the time that the
surveillance status report is generated.

4.7.2 Surveillance Continuation

The Surveillance Continuation event occurs when the CGV oP Service Provider reports the status
of an active surveillance to an LEA. At the time of reporting, an active surveillance could have a
fully active status (if surveillance is being fully performed) or partially active status (if
surveillance is being partially performed). This event occurs periodically, and occurs individually
for every active surveillance (and only for active surveillances). The CGVoP Service Provider
could perform this reporting at the same time (but individually) for every active surveillance or
when an independently tracked period ends for each active surveillance.

O-11 Law enforcement desires access to information for the Surveillance
Continuation event at the end of every period for which the CGVoP Service
Provider isto report the status of an active surveillance.

0-12 Law enforcement desiresa CGVoP Service Provider to beableto administer
the period for which surveillance statusreports are generated.

0-13 Law enforcement desiresthe default period for surveillance statusreportsto
be 1 hour, and the period to be settable between 1 hour and 24 hours, in 1-
hour increments.

0-14 L aw enforcement desires accessto the infor mation contained in Table 4-29
when the Surveillance Continuation event occurs.

Table 4-29: Information for Surveillance Continuation Event

Information Element Description
Case Identity Identifies the intercept subject.
Reporting System Identity Identifies the network node reporting the
surveillance status.
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Information Element Description

Time Stamp Identifies the date and time that the event was
detected.

Service |dentity Identifies CGVoP Service.

Surveillance Status Indicates whether the surveillance is fully
active or partially active at the time that the
surveillance status report is generated.

4.7.3 Surveillance Change

The Surveillance Change event occurs when a change is made to the status of an active
surveillance. Specifically, the event occurs then the status changes from fully active to partially
active or from partially active to fully active. A variety of conditions (e.g., failure/recovery of an
IAP) could cause the change in status.

0-15 Law enforcement desires accessto information for the Surveillance Change
event in thefollowing cases:

1. A fully active surveillance becomes partially active.
2. A partially active surveillance becomes fully active.

0-16 Law enforcement desires accessto the information contained in Table 4-30
when the Surveillance Change event occurs.

Table 4-30: Information for Surveillance Change Event

Information Element Description

Case Identity Identifies the intercept subject.

Reporting System Identity Identifies the network node reporting the
surveillance status.

Time Stamp Identifies the date and time that the event was
detected.

Service ldentity Identifies CGVoP Service.

Surveillance Status Indicates whether the surveillance is fully
active or partially active after the status change
oCCurs.

4.7.4 Surveillance Deactivation

The Surveillance Deactivation event occurs when the CGVoP Service Provider deactivates a
surveillance for an intercept subject for a particular LEA (i.e., the status of the surveillance has
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become inactive), based on the authorization submitted to the CGVoP Service Provider by the
LEA.

0-17 Law enforcement desires access to infor mation for the Surveillance
Deactivation event when the CGVoP Service Provider deactivates surveillance
for a particular intercept subject for a particular LEA.

0-18 Law enforcement desires accessto the information contained in Table 4-31
when the Surveillance Deactivation event occurs.

Table 4-31: Information for Surveillance Deactivation Event

Information Element Description

Case Identity Identifies the intercept subject.

Reporting System Identity Identifies the network node reporting the
surveillance status.

Time Stamp Identifies the date and time that the event was
detected.

Service ldentity Identifies CGVoP Service.
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5 LEA Authorized Access to Communication-ldentifying
Information and Communication Content

This section presents law enforcement’ s needs for gaining authorized access to communication-
identifying information and communication content.

5.1 Communication Content

This section presents the communication content that law enforcement needs access to for
CGVoP Service and addresses law enforcement’ s needs regarding the state of the communication
content.

5.1.1 Access to Communication Content

When legally authorized, law enforcement must have access to communication content for the
intercept subject’s use of CGVoP Service, regardless of the service architecture used in the
communication, including cases where the communications between the intercept subject and
associates are sent and received over separate channels, or may be accessed at different IAPs at
different geographical locations in the service provider’s network. Accessible communications
includes communications originated by, terminating to, and redirected by the intercept subject’s
equipment, facilities, or service, including both two-party and multi-way communications.

Law enforcement agencies need access to communication content when the intercept subject’s
communication stream is placed on hold during a multi-way communication, but the remaining
parties’ communications continue to be supported by the intercept subject’s equipment, facilities,
or service. Law enforcement needs continued access to the remaining parties communications
aslong as the carrier continues to carry the communications to/from the intercept subject’s
equipment, facilities, or service.

R-51 When law enforcement islegally authorized to access communication content
for an inter cept subject, law enfor cement requires access to the following
communicationswhen and for aslong asthe intercept subject’s equipment,
facilitiesor service areinvolved in the communications:

« Communications originated by, redirected by and terminated to the
intercept subject’s equipment, facilities, or service.

e« Communicationsfor two-party calls and multi-way calls, including when
theintercept subject places a multi-way call on hold.

To enable LEA collection systems to identify CGV oP communication content, the unique
identifier assigned to the communication content by the CGV oP Service Provider must be
provided with the content when the content is delivered in packetized form. This would be the
same identifier that is populated in the Content Identity information element for the
corresponding Content Delivery Start event (see Section 4.5.1) or Content Delivery Change event
(see Section 4.5.2). This unique identifier is used to distinguish between multiple communication
content streams that are simultaneously delivered to an LEA and to correlate the communication
content to communi cation-identifying information.
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R-52 When communication content is delivered to law enforcement in packetized
form, law enforcement requiresthe uniqueidentifier for the communication
content to be provided with the communication content.

5.1.2 Communication Content Decoding, Decompression and Decryption

LEA collection systems must be able to properly understand communication content transmitted
by the CGVoP Service Provider. Intercept subject communications are encoded, and could also
be compressed and/or encrypted.

Section 103(b)(3) of CALEA addresses the obligation of a service provider regarding encryption
of intercept subject communications. If the CGVoP Service Provider provides or controls
encoding, compression and/or encryption for the intercept subject or at least is knowledgeable of
this processing, the provider must either transmit the communication content in a decoded,
decompressed and/or decrypted form, or provide the information (e.g., encoding method,
compression method, encryption keys) needed by the LEA collection system to perform this
processing.

R-53 When communication content isto be delivered to law enfor cement, when the
CGVoP Service Provider provides or controls encoding, compression and/or
encryption for theintercept subject’scommunications or is knowledgeable of
this processing, law enfor cement requiresthe CGVoP Service Provider to
either transmit the communication content toward the LEA collection system
in a decoded, decompressed and/or decrypted form, or to providetothe LEA
collection system the infor mation necessary to decode, decompr ess and/or
decrypt the communication content.

Law enforcement prefers that the CGVoP Service Provider perform any decoding,
decompression and/or decryption prior to the transmission of communication content. This
preferenceis greater if proprietary or specialized encoding, compression and/or encryption had
been used.

0-19 With respect to R-53, law enforcement desiresthe CGVoP Service Provider to
transmit the communication content toward the LEA collection system in a
decoded, decompressed and/or decrypted form, especially if the encoding,
compression and/or encryption isproprietary or specialized.

If the CGVoP Service Provider transmits the communication content toward the LEA collection
system in an encoded, compressed and/or encrypted form and the encoding, compression and/or
encryption is proprietary, the CGV oP Service Provider needs to make the proprietary algorithms
availableto law enforcement. Licensing of proprietary algorithms is beyond the scope of this
document and would be handled between law enforcement and the licensor.

5.1.3 Non-Alteration of Communication Content

It is paramount that the CGV oP Service Provider ensures against alteration of communication
content. A provider must not intentionally alter communication content, other than what is
necessary for delivery to law enforcement (e.g., processing associated with the requirement
contained in Section 5.1.2 and the objective in Section 5.3).
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R-54 When communication content isto be delivered to law enforcement, law
enforcement requiresthe CGVoP Service Provider to transmit the
communication content toward the LEA collection system without altering
the communication content or meaning (with the exception of any conversions
and processing [e.g., protocol/encoding for mat changes, encryption] required
for delivery to law enforcement).

5.2 Delivery Interface

This section addresses the interface used to transmit communi cation-identifying information and
communication content toward a LEA collection system.

5.2.1 Transmission

Communication-identifying information and/or communication content must be transmitted to
each LEA entitled to receive the information/content. Each LEA will work with the CGVoP
Service Provider to arrange for this transmission.

R-55 Law enforcement requiresthe CGVoP Service Provider to transmit
communication-identifying information and communication content toward
the collection system designated by the particular LEA.

5.2.2 Interface Types

To best ensure timely availability of electronic surveillance solutions for CGVoP Service, itis
highly desirable that standard, cost-effective and generally available interface types be employed
for the delivery of communication-identifying information and communication content.

0-20 Law enforcement desiresthat the facilities, data communications protocols,
and data format used for the transmission of communication-identifying
information and communication content toward the LEA collection system be
standard, cost effective and generally available.

It is highly desirable to law enforcement for CGV oP Service Providers to reuse or re-apply
message formatting and encoding of communication-identifying information from existing
specifications. Furthermore, it is highly desirable to minimize the number of physical
transmission facilities used to transmit communi cation-identifying information and
communication content toward the LEA collection system. The intention is to consolidate the
number of interfaces with which law enforcement will need to comply.

0-21 Law enforcement desiresthat CGVoP Service Providersreuse or re-apply
message for matting and encoding definitions (when appropriate) from
existing relevant specificationsfor the transmission of communication-
identifying infor mation toward the LEA collection system.

0-22 Law enforcement desiresthat CGVoP Service Providers minimize the
number of physical transmission facilities used to transmit communication-
identifying information and communication content toward the LEA
collection system.
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For example, for certain CGVoP electronic surveillance solutions, several different types of IAPs
may be involved in accessing communication-identifying information and communication
content. The communications may be accessed not only at different IAPs, but possibly also at
different geographical locations within the service provider’s network. In these cases, law
enforcement would prefer a connection from a single centralized delivery system to the
collection system, rather than connections from each AP involved in the surveillance.

5.3 Security of Communication-ldentifying Information and
Communication Content

It isvital that the CGV 0P Service Provider take measures to protect the communication-
identifying information and communication content as it is being transported. To ensure security
and integrity, these measures must include separation of the information/content from public
communications if any part of a CGVoP Service Provider’ s implementation uses network
resources also used to support subscribers’ traffic, and should include encryption of the
information/content using suitable, commercially available key-exchange protocols and
encryption algorithms. This encryption is for securing the communication-identifying
information and communication content while it is being transported; it is not related to any
necessary decryption of communication content resulting from the original encryption of the
communications by the intercept subject and/or associate.

CR-1 If any part of a CGVoP Service Provider’simplementation uses network
resour cesthat are also used to support subscribers’ traffic (i.e., shared
network resour ces), law enfor cement requir es the communication-identifying
information and communication content to belogically, physically or
otherwise separated and protected from access by the Service Provider’s
subscribers.

CO-1  If shared network resourcesareto beused for the transmission of
communication-identifying infor mation and communication content toward
an LEA collection system, law enfor cement desiresthat the communication-
identifying information and communication content be encrypted for
transmission toward the LEA collection system using suitable, commercially
available key-exchange protocols and encryption algorithms.

CGVoP Service Providers are not expected to ensure alevel of security for LAES beyond the
capabilities of their own equipment.

5.4 Network Scope of LAES

A CGVoP Service Provider must perform LAES throughout the service areas operated by the
provider. LEAswill coordinate delivery for each service area.

R-56 Law enforcement requires accessto an inter cept subject’scommunication-
identifying infor mation and communication content (when authorized) for the
inter cept subject’s communications occurring throughout the service areas
operated by the CGVoP Service Provider served with the lawful
authorization.
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5.5 Real-time, Full-time Monitoring

A CGVoP Service Provider must perform real-time monitoring of an intercept subject’s
communications. The term “real-time” refersto the ability to monitor and access
communications concurrently with the transmission to or from the intercept subject’ s equipment,
facilities, or service.

R-57 Law enforcement requiresa CGVoP Service Provider to perform real-time
monitoring of an inter cept subject’s communications.

A CGVoP Service Provider must perform full-time monitoring of an intercept subject’s
communications. The term “full-time” refersto the ability to monitor and access all service
activity associated with the intercept subject on a 24 hour-per-day basis.

R-58 Law enforcement requiresa CGVoP Service Provider to perform full-time
monitoring of an inter cept subject’s communications.

5.6 Real-time Access

The immediacy with which the CGVoP Service Provider must provide access to the intercept
subject’ s communications will vary according to aspects of the communications being accessed,
asfollows:

*  For communication-identifying infor mation, this will depend upon the nature of
the communication-identifying information:

- For information used to identify, direct and control the intercept subject’ straffic,
“real-time” refersto access that occurs concurrently with the establishment and
control of acall or communications session. Access to communication-
identifying information generated during call or communications session
establishment shall be provided before, during or immediately after the
transmission to or from the intercept subject.

- For signaling that could affect service profile changes or subscriber account
information changes, “real-time” refersto access that occurs as soon as the
subject-signaled information is available to the service provider’ s network.

- For subscriber and service subscription information, “real-time” refersto access
that occurs as soon as the information is avail able to the service provider’s
network and can reasonably be made available to law enforcement.

»  For communication content, “real-time” refers to access that occurs concurrently
with the transmission of communications to or from the intercept subject (in other
words, as the communication takes place).

In actuality, there is a small transmission or propagation delay from the moment the intercept
subject’s communications are intercepted until the moment the communications reach the LEA
monitoring equipment.
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6 General Surveillance Requirements

This section presents law enforcement’ s needs regarding the performance, quality, security,
integrity and capacity for performing LAES for CGVoP Service.

6.1 Performance and Quality

CGVoP Service Providers must maintain a high level of performance and quality of servicein
facilitating LAES for law enforcement.

6.1.1 Reliability
Reliability is achieved through availability and fault management capabilities.

6.1.1.1 Availability

CGVoP Serviceistypically offered with specific levels of reliability as part of service-level
agreements. However, CGVoP Service could also be offered with grades of reliability, such that
there are no assurances provided for connection establishment or successful delivery of user
packets to their intended destination. In these latter cases, the CGV oP network does not make
any assurances on the quality or reliability of the service offered to the subscriber.

Therequired level of reliability of surveillances of the intercept subject’s communicationsis
dependent on the level of reliability provided for CGVoP Service.

R-59 When the CGVoP network assuresthereliability of theintercept subject’s
service, law enforcement requiresthereliability of the surveillance of the
inter cept subject’scommunicationsto be at least equal to the reliability of the
inter cept subject’s service.

R-60 When the CGVoP network does not assurethereliability of theintercept
subject’s service, law enfor cement requiresthereliability of the surveillance
of the inter cept subject’s communicationsto be higher than the reliability of
theintercept subject’s service.

Regardless of the level of reliahility of the intercept subject’s service, the transmission of
communication-identifying information and communication content toward LEAs must be
reliable.

R-61 Law enforcement requiresthat the transmission of communication-
identifying infor mation and communication content toward L EA collection
systemsbereliable.

CGVoP Service Providers must prevent disruption or termination of LAES. Law enforcement
needs CGV oP Service Providersto establish plans for ensuring that system upgrades, software
upgrades, and other network management procedures do not disrupt or terminate ongoing LAES.

6.1.1.2 Fault Management

Fault management capabilities are needed to detect and resolve problems affecting LAES. These
capabilities must address problems associated with both the monitoring of intercept subject
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communications and the transmission of communication-identifying information and
communication content toward LEAS.

If the surveillanceis disrupted or interrupted (e.g., due to equipment failure) during a
surveillance of a subject’s communication, but the subject’ s communications are not disrupted,
the CGVoP Service Provider should restore the surveillance expeditiously and resume delivery
of communication-identifying information and communi cations content.

6.1.2 Quality of Service

With regard to LAES, quality of service refersto the quality of the communications channel or
system used to transmit communication-identifying information and communication content
toward the LEA collection system. For example, quality of service may be measured based on
guantitative factors, such as packet loss, bit error rate, or any other parameter used to measure
communications quality.

R-62 Law enforcement requires CGVoP Service Providersto achieve a quality of
servicefor transmission of communication-identifying infor mation and
communication content toward L EA collection systemsthat is compliant with
the quality-of-service standards of the CGVoP Service Provider for the
CGVoP Service.

6.2 Security and Integrity

Adequate security and integrity are achieved through transparency of surveillances, protection of
controls and information/content, and procedural safeguards.

6.2.1 Transparency of Surveillances

It is paramount that CGV oP Service Providers maintain the transparency of surveillances. To
meet law enforcement needs for transparency, the services and transmission characteristics
provided to the intercept subject or any other subscriber should continue to comply with industry
standards.

R-63 Law enforcement requires each lawfully authorized electronic surveillance to
betransparent to the inter cept subject, the inter cept subject’s associates, and
to all parties except the LEA(S) requesting the surveillance, and specific
CGVoP Service Provider individualsinvolved in implementing the
surveillance capability. At a minimum, the transparency of a surveillance
must satisfy the following criteria:

* Indicationsthat a surveillance is underway should not be discernible to
anyone using theinter cept subject facilities or any other parties.

* If theimplementation of a surveillance occur s during an ongoing
communication, the surveillance should not disrupt or interrupt the
ongoing communication (that is, no interruption or alteration of
communications shall occur on active channels).
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« If theimplementation of a surveillance causes changesin the operation of
services and featur es, such changes should not be perceptibleto the
inter cept subject or other parties.

« If any noise, packet loss, increased latency or error rateincreaseis
introduced by the implementation of a surveillance, such noise, packet
loss, increased latency or error rateincrease should not be perceptibleto
theintercept subject or other parties.

Law enforcement needs CGV oP Service Providersto notify the appropriate LEA upon learning
that surveillance transparency was or may have been compromised. In such a situation, Service
Providers should recognize that time is of the essence because the safety of the public and other
law enforcement officers may be at risk.

Law enforcement recognizes that there may be cases where the intercept subject possesses
sophisticated equipment that is capable of detecting LAES. To meet law enforcement needs for
transparency, the services and transmission characteristics provided to the intercept subject or
any other subscriber should continue to comply with industry standards.

6.2.2 Protection of Controls, Communication-ldentifying Information and
Communication Content

CGVoP Service Providers must protect the capabilities used to control LAES, and all
communication-identifying information and communication content. Law enforcement requires
this protection to be consistent with the provider’s security policies and procedures for the
prevention of unauthorized access, ateration, mutilation, manipulation and disclosure.

6.2.3 Procedural Safeguards
CGVoP Service Providers are expected to institute prudent procedures and apply technical
solutions, where necessary, to maintain the confidentiality and transparency of LAES. Such
measures should be consistent with the risk of compromising the information pertaining to LAES
activities.
Examples of such procedural safeguardsinclude:

» Restrictions on access to information about LAES capabilities.

» Physical security to limit access to systems controlling or supporting LAES.

»  Security mechanisms for activating and deactivating surveillances or accessing captured
communication-identifying information or communications content (e.g., via access
passwords and possibly case-level security).

»  Proceduresto prevent subjects from being notified of service changes caused by the
implementation of surveillances.

» Restriction of knowledge of surveillances to authorized service provider personnel (i.e.,
personnel with a* need-to-know™).
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6.3 Surveillance Capacity

CGVoP Service Providers must be capable of performing multiple, simultaneous surveillances
within the service provider’'s CGVoP network and at each of its relevant network elements
(IAPs) located throughout the CGV 0P Service Provider’'s service areas.

The ability to perform multiple, simultaneous surveillances includes the following:

» Ability to access and monitor all simultaneous communications originated, received, or
redirected by the intercept subject.

» Ability for multiple LEASs to monitor, simultaneously, the same intercept subject while
maintaining transparency, including between agencies. Up to five LEAs must be able to
simultaneously monitor the same intercept subject.

» Ability to simultaneously support a number of separate (i.e., multiple intercept subjects)
lawfully authorized electronic surveillances, including different levels of authorization
for each electronic surveillance (i.e., communication-identifying information only, or
communication-identifying information and communication content).

6.4 Transmission Bandwidth

Individual LEAS are responsible, with the assistance of the CGV oP Service Provider, for
ordering and acquiring sufficient transmission bandwidth from each CGVoP Service Provider in
atimely manner for communication-identifying information and communication content to be
delivered, such that the required number of intercept subjects and their service characteristics can
be appropriately handled.

6.5 Access to Subscriber and Subscription Information

Law enforcement uses subscriber-identifying information (e.g., DN, login identifier, IP address,
account numbers) and subscription information (e.g., service profile) for the intercept subject to
effectively perform LAES. Thisinformation is obtained through various means, including
subpoena, and is needed both prior to and during (for any changes) performance of LAES.

Subscriber-identifying information is used to verify the association of intercepted
communications with the intercept subject (per the lawful authorization). Subscription
information is needed to determine service features and capabilities the intercept subject might
use and, correspondingly, how much transmission bandwidth should be allocated to perform the
LAES. For these purposes, law enforcement may need documentation or other information, such
as billing and subscriber account information.
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Acronyms
ATM Asynchronous Transfer Mode
AVP Audio/Video Profile
CALEA Communications Assistance for Law Enforcement Act
CGVoP Carrier-Grade Voice over Packet
CGwW Customer Gateway
CLEC Competitive Local Exchange Carrier
CMS Call Management Server
CPE Customer Premise Equipment
DN Directory Number
DSL Digital Subscriber Line
ENUM E.164 Number
FBI Federal Bureau of Investigation
FCC Federal Communications Commission
HFC Hybrid Fiber Coax
IAP Intercept Access Point
ILEC Incumbent Local Exchange Carrier
IP Internet Protocol
I SDN Integrated Services Digital Network
LAES Lawfully Authorized Electronic Surveillance
LEA Law Enforcement Agency
LEC Local Exchange Carrier
MF Multi-Frequency
NANP North American Numbering Plan
NMGW Network Mediation Gateway
PBX Private Branch Exchange
PRI Primary Rate Interface
PSTN Public Switched Telephone Network
QoS Quality of Service
RTP Real-time Transfer Protocol
Acronyms-1
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SDP Session Description Protocol
SIP Session Initiation Protocol
SS7 Signaling System Number 7
URL Uniform Resource L ocator
VoP Voice over Packet
WSP Wireless Service Provider
Acronyms-2
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Glossary

agent — a network-based service or device that acts on behalf of a subscriber to send or receive
communications (e.g., an interactive screening service, areminder service, a delayed
transmission service).

associate — a telecommunications user whose equipment, facilities, or services are used to
communicate or attempt to communicate with the intercept subject.

call — a sequence of events beginning with an initial connection or facility request and ending
with the final release of all facilities used. A call may have one or more legs.

call deflection — aredirection feature (e.g., call waiting deluxe) that allows the called party to
interactively refuse an incoming call and send that call to another directory number,
voicemail or an announcement.

call forwar ding — any of several features that redirect a call to another directory number (or
voicemail) if a certain condition is met (e.g., the lineis busy).

call leg —abi-directional call path associated with each network facility usage attempt and
subsequent usage.

call park —afeature that allows the subscriber to put an existing call on hold against another line
and to pick up such aheld call (from the line against which it was placed on hold or a
different line).

call redirection —the use of a service feature to cause the termination of acall to an endpoint
other than the original terminating endpoint. Call redirection includes call forwarding and
call deflection.

call transfer — afeature that allows the subscriber to connect two other parties and then drop off
the call. Call transfer includes blind call transfer, for which the subscriber does not wait for
an answer before connecting the two parties (i.e., drops off immediately after dialing).

carrier-grade — indicates that the packet network is a managed network offering services and
features that meet or exceed the levels of quality, reliability, security and connectivity found
in the circuit switch-based PSTN.

Carrier-grade Voice over Packet (CGVoP) Service Provider —aservice provider that offers
carrier-grade voice services over its carrier-managed packet network.

communications —encompasses the term “ el ectronic communications,” defined in 18, U.S.C.
2510(12) as “any transfer of messages, signals, writing, images, sounds, data, or intelligence
of any nature transmitted in whole or in part by awire, radio, electromagnetic, photoelectric,
or photo-optical system, etc.” As used herein, the term also includes “wire communications,”
defined in 18, U.S.C. 2510(1) as “any aural transfer made in whole or in part through the use
of facilities for the transmission of communications by the aid of wire, cable, or other like
connection between the point of origin and the point of reception (including the use of such
connection in a switching station) furnished or operated by any person engaged in providing
or operating such facilities for the transmission of interstate or foreign communications or
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communications affecting interstate or foreign commerce and such term includes any
electronic storage of such communication.”

communication attempt —initiation of communication by the intercept subject or an associate.

communication content —encompasses the term “ contents,” defined in 18 U.S.C. 2510 (8) as
“when used with respect to any wire, aura or electronic communications, includes any
information concerning the substance, purport or meaning of that communication.”

communication-identifying information — dialing or signaling information that identifies the
origin, direction, destination, or termination of each communication generated or received by
a subscriber by means of any equipment, facility, or service of the service provider. This
includes, but is not limited to, directory numbers, call setup information, 1P addresses, other
routing or addressing information, and parameters of the signaling information that can be
used as a means to subscribe to features of the service or activate features of the service, or
establish and control a session or communication attempt.

cut-through —when an endpoint has received via call signaling the information needed to
communicate.

held call —acall for which one or more parties have been placed on hold.

I nter cept Access Point (1 AP) —a point within a service provider's network where some of the
communications or communication-identifying information of an intercept subject’s
equipment, facilities and services are accessed.

inter cept subject — atelecommunication service subscriber (and other users of such service)
whaose communications, communi cation-identifying information, or both, have been lawfully
authorized to be intercepted and delivered to an LEA. The information used to identify the
intercept subject includes those inputs used to access the particular equipment, facility, or
communication service (e.g., network address, terminal identity, subscription identity).

Internet — collectively the myriad of computer and telecommunications facilities, including
equipment and operating software, which comprise the interconnected world-wide network
of networks that employ the Internet Protocol, or any predecessor or successor protocols to
such protocol, to communicate intelligence of al kinds by wire and radio.

Lawfully Authorized Electronic Surveillance (LAES) —the interception of communication
content and/or acquisition of communication-identifying information. Government’s legal
authority to perform LAES was established through laws such as the Electronic
Communications Privacy Act of 1986 (18 U.S.C. 8§ 3121 et seq.), which governs pen
registers and trap and trace devices, and the Omnibus Crime Control and Safe Streets Act of
1968 (18 U.S.C. § 2510, et seq.), which governs interceptions of communication content and
iscommonly referred to as“Title 111" or “the Wiretap Act.” The use of thistermin this
document does not include administrative subpoenas for obtaining a subscriber's service
usage records and information about a subscriber's service that a LEA may employ before the
start of an authorized interception.

Law Enforcement Agency (LEA) —agovernment entity with the legal authority to conduct
electronic surveillance (e.g., the FBI or alocal police department).
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mer ged call —acall resulting from the merging of multiple calls or call legs. For example, for
three-way calling, the bridging of all three parties results in amerged call since it merges the
original call with the new call (to the third party).

multi-way call —a call involving more than two parties, where the intercept subject initiated the
addition of the other partiesto the call. A multi-way call includes athree-way call and a
conference call.

packet-based communication — user packet activity sent or received over the course of a
communication.

packet-based service — a service that employs packet-mode technol ogy.

packet-mode — a communication where individual packets or virtual circuits of a communication
within a physical circuit are switched or routed by the accessing telecommunication system.
Each packet may take a different route through the intervening network(s).

packet network —anetwork in which datais transmitted in units called packets.

retrieved call —aheld call for which communication has resumed. For example, a cal that has
been held due to an intercept subject’ s use of the call waiting feature is considered to be
retrieved when the intercept subject toggles back to the call.

service —a capability or set of capabilities offered by a service provider to end users, to which
end users subscribe.

service feature — a capability offered by a service provider as part of a service, where such a
capability cannot be used outside of the context of the service.

service scenario — the use of a service in aparticular way and the particular chain of occurrences
associated with this use.

service subscription — establishing with a service provider static information that uniquely
identifies an end user, or an end user’ s equipment, facilities, or service.

surveillance event — an end-user action or related signal associated with the use of a service that
is communi cation-identifying information or results in the generation of communication-
identifying information..
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